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Brief Abstract: Network routersoccupy auniquerole in moderndistributedsystems.They areresponsi-
blefor cooperatively shuttlingpacketsamongstthemselvesin orderto providetheillusion of anetwork with
universalpoint-to-pointconnectivity. However, this illusion is shattered– asare implicit assumptionsof
availability, con�dentiality or integrity – whennetwork routersactin amaliciousfashion.By manipulating,
diverting or droppingpacketsarriving at a compromisedrouter, an attacker cantrivially mountdenial-of-
service,surveillanceor man-in-the-middleattacksonendhostsystems.Consequently, Internetroutershave
becomeachoicetargetfor would-beattackersandthousandshave beensubvertedto theseends.

In thispaper, we specifythisproblemof detectingrouterswith incorrectpacket forwardingbehavior and
we explore thedesignspaceof protocolsthat implementsucha detector. We furtherpresenttwo concrete
protocolsthatdiffer in accuracy, completeness,andoverhead– oneof which is likely inexpensive enough
for practicalimplementationat scale. We believe our work is an importantstepin beingableto tolerate
attacksonkey network infrastructurecomponents.
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1 Intr oduction

This paperaddressespartof a simple,yet increasinglyimportantnetwork securityproblem:how to detect
theexistenceof compromisedroutersin anetwork andthenremove themfrom theroutingfabric.

The root of this problemarisesfrom thekey role that routersplay in modernpacket switcheddatanet-
works.To a�rst approximation,networkscanbemodeledasaseriesof point-to-pointlinks connectingpairs
of routersto form a directedgraph.Sincefew endpointsaredirectly connected,datamustbeforwarded–
hop-by-hop– from routerto routertowardsits destination.Therefore,if a routeris compromised,it stands
to reasonthanan attacker may drop, delay, reorder, corrupt,modify or divert any of the packetspassing
through. Sucha capability can then be usedto deny serviceto legitimate hosts,to implementongoing
network surveillanceor to provide anef�cient man-in-the-middlefunctionalityfor attackingendsystems.

Moreover, suchattacksarenot meretheoreticalcuriosities,but they areactively employed in practice.
Attackershave repeatedlydemonstratedtheirability to compromiserouters,throughcombinationsof social
engineeringandexploitationof weakpasswordsandlatentsoftwarevulnerabilities[1, 9, 13]. Onenetwork
operatorrecentlydocumentedover5000compromisedroutersaswell asanundergroundmarket for trading
accessto them[23].

Oncea routeris compromisedanattacker neednot modify therouter's codebaseto exploit its capabil-
ities. Currentstandardcommand-lineinterfacesfrom vendorssuchasCiscoandJuniperaresuf�ciently
powerful to drop anddelaypackets,sendcopiesof packets to a third party, or “divert” packetsthrougha
third partyandback.In fact,severalwidely publisheddocumentsprovideastandardcookbookfor transpar-
ently ”tunneling” packetsfrom a compromisedrouterthroughanarbitrarythird-partyhostandbackagain
– effectively amplifying the attacker's abilities, including arbitrarypacket snif�ng, injection or modi�ca-
tion [7, 21]. Suchattackscanbeextremelydif�cult to detectmanually, andit canbeevenharderto isolate
whichparticularrouteror groupof routershasbeencompromised.

Theproblemof detectingandremoving compromisedrouterscanbethoughtof asaninstanceof anoma-
lousbehavior-basedintrusiondetection. That is, a compromisedroutercanbeidenti�ed by correctrouters
whenit deviatesfrom exhibiting expectedbehavior. Theproblemcanbebrokeninto threesubproblems:

1. Traf�c validation. Traf�c information is the basisof detectinganomalousbehavior: given traf�c
enteringa part of the network, andan expectedbehavior of the routersin the network, anomalous
behavior is detectedwhenthemonitoredtraf�c leaving thatpartof thenetwork differssigni�cantly
from whatis expected.However, implementingsuchvalidationpracticallyrequirestradeoffs between
theoverheadof monitoring,communicationandaccuracy.

2. Distributeddetection.It is impossibleto detectananomalyatasinglerouter. Any detectionrequires,
synchronizingthecollectionof traf�c informationanddistributing theresultsso thatanomalousbe-
havior canbedetectedby setsof correctrouters.

3. Response.Oncea router, or setof routers,is thoughtto be faulty, the forwardingtablesof correct
routersmustbechangedto avoid usingthosecompromisednodes.

We provide a brief discussionon the �rst problem,but this paperconcentratesprimarily on the second
problem.Givena reliabletraf�c validationfunction,we examinehow it canbeusedto build ananomalous
behavior detectorfor compromisedrouters.Wehavedevelopeda formalspeci�cationfor thisdetector, with
propertiessimilar to thoseusedfor traditionalfailuredetectors.Finally, we give two simpleprotocolsthat
implementourspeci�cationandanalyzetheiraccuracy, completenessandoverhead.
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2 RelatedWork

Thereare two threatsposedby a compromisedrouter: the attacker may attackby meansof the routing
protocol (for example,by sendingfalseadvertisements)or by having the router violate the forwarding
decisionsit shouldmake basedon its routingtables.The�rst kind of attackis oftencalledanattack on the
control plane, andthesecondis calledanattack on thedataplane.

The �rst threathasreceived,by far, the lion's shareof theattentionin theresearchcommunity, perhaps
dueits potentialfor catastrophiceffects.By issuingfalseroutingadvertisements,acompromisedroutermay
manipulatehow otherroutersview thenetwork topology, andtherebydisruptserviceglobally. For example,
if a routerclaimsthat it is directly connectedto all possibledestinations,it maybecomea “black hole” for
mosttraf�c in thenetwork. While thisproblemis by nomeanssolvedin practice,therehasbeensigni�cant
progresstowardsthis end in the researchcommunity, beginning with the seminalwork of Perlman. In
her PhD thesis[16], Perlmandescribedrobust �ooding algorithmsfor delivering the key stateacrossany
connectednetwork anda meansfor explicitly signingrouteadvertisements.Therehave subsequentlybeen
a varietyof efforts to impartsimilar guaranteesto existing routingprotocolswith varyinglevelsof costand
protection.Generally, thesebreakdown into approachesbasedonensuringtheauthenticityof routeupdates
andthosebasedondetectinginconsistency betweenrouteupdates[20, 12, 10, 18, 4, 8].

By contrast,thethreatposedby subvertingtheforwardingprocesshasreceivedcomparatively little atten-
tion. This is surprisingsince,in many waysthis kind of attackpresentsa wider setof opportunitiesto the
attacker – notonly denial-of-service,but alsopacketsnif�ng, modi�cation andinsertion– andis bothtrivial
to implement(a few linestypedinto acommandshell)anddif�cult to detect.Thispaperfocusesentirelyon
theproblemof maliciousforwarding.

The earliestwork on fault-tolerantforwardingis alsodueto Perlman[16]. In her PhD thesis,Perlman
presentednetwork layer protocolswith Byzantinerobustness.Theseresultsarealsosummarizedin her
book [17]. Shedevelopedrobust �ooding, a methodto deliver a packet reliably to all goodrouters.This
requiresa goodpathcondition, which statesthateachpair of nonfaulty routersis connectedby at leastone
pathof zeroor morenonfaulty routers.Robust�ooding wasdesignedto beusedfor public key distribution
andbroadcastinglink statepackets(LSP),which is a necessarypart of link stateprotocols.Perlmanalso
developedanovel methodfor robustroutingontopof alink stateprotocol.In thisprotocol,thesourcerouter
�rst computesa routebasedon its local databaseandthensendsadigitally signedroute-setuppacket along
the chosenroute. Eachintermediaterouteron the routeveri�es the signatureandallocatesthe necessary
resourcesfor the datapacket. If the sourcerouterreceivesan acknowledgmentof route-setupfrom each
intermediaterouteron the chosenroute,thenit sendsthe datapacket. The destinationroutersendsback
anotherack, if thedatapacket reachesto itself. If thesourcedoesnot receive this ack for thedatapacket
from thedestination,thenit detectsthatthechosenrouteis not reliableandcomputesanew route.

Severalresearchershavesubsequentlyproposedlighter-weightprotocolsfor actively probingtheforward-
ing pathto testfor consistency with advertisedroutes.Subramanianet al's Listen protocol[20] doesthis
by comparingTCPDataandAcknowledgmentpacketsto provide evidencethatapathis partof end-to-end
connectivity, while PadmanabhanandSimon's SecureTraceroute[15] achievesa similar goalusingsigned
probepacketstargetingintermediaterouters.Both approachesonly testfor grossconnectivity andcannot
revealwhetherpacketshave beendiverted,modi�ed, created,reorderedor selectively dropped.

Theapproachmostsimilar to ourown is theWATCHERSprotocol,whichdetectsdisruptive routersbased
on a distributed network monitoring approach[5, 2, 11]. However, the WATCHERSprotocol had many
limitationsin both its traf�c validationmechanismandin its controlprotocol– many of which weredocu-
mentedby Hugheset al. [11]. Many of theseweaknessesarosefrom theabsenceof a formal speci�cation,
a weakthreatmodelandan excessive requirementfor per-routerstate(boundedonly by the total sizeof
thenetwork). In Appendix 7.1, we describeWATCHERSin enoughdetail to understandits strengthsand
weaknesses,includingapreviouslyunreported�a w thatallows faulty routersto go undetected.
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3 SystemModel

Ourwork proceedsfrom aninformed,yetabstracted,modelof how thenetwork is constructed,thecapabil-
ities of theattacker, andthecomplexities of thetraf�c validationproblem.In this sectionwe describeand
motivatetheassumptionsunderlyingourmodel.

3.1 Network Model

We considera network to consistof individual routersinterconnectedvia directionalpoint-to-pointlinks.
In using this model,we arepurposelyignoring several real-life complexities. For example,real routers
arenot homogeneousnodes,but in factrepresenta collectionof independentnetwork interfaceswhich are
themselves interconnectedand are, in practice,addressedandcontrolleddistinctly. We have eliminated
this detailfor theconvenienceof description;our analysiscantrivially accommodatethis expandedmodel.
Similarly, wehavechosento ignorethepossibilityof broadcastchannelsin ourmodelsincethey arerarein
today's wirednetworksandcanbeeasilyincorporatedascollectionsof point-to-pointlinks (althoughthere
maybeopportunitiesfor additionaloptimizationin broadcastenvironments).

Within thisnetwork,wepresumethatpacketsareforwardedin ahop-by-hopfashion– eachrouterfollow-
ing thedirectionsof a local forwardingtable.As well, we assumethattheseforwardingtablesareupdated
via a distributedlink-stateroutingprotocolsuchasOSPFor IS-IS. In particular, we dependon therouting
protocolto provide eachnodewith a globalview of thecurrentnetwork topology. Finally, we alsoassume
theadministrative ability to assignanddistributesharedkeys to setsof nearbyrouters.Thisoverallmodelis
consistentwith thetypicalconstructionof largeenterpriseIP networksor theinternalstructureof singleISP
backbonenetworks,but is not well-suitedfor routersthat interconnectadministrative domainsusingBGP
(a link-vectorprotocol).

We de�ne a pathto bea �nite sequencehr 1; r2; : : : r n i of adjacentrouters.Operationally, a pathde�nes
a sequenceof routersa packet canfollow. We call the�rst routerof thepaththesourceandthelast router
its sink; together, they arecalledterminal routers. A pathmight consistof only onerouter, in which case
thesourceandsinkarethesame.Terminalroutersareleaf routers:they arenever in themiddleof any path.

An x� path segmentis a sequenceof x routersthat is a subsequenceof a path. A path segmentis an
x� pathsegmentfor somevalueof x > 0. For example,if a network consistsof thesinglepathha;b;c;di
thenhc;di andhb;ci areboth2-pathsegments,but ha;ci is notbecausea andc arenotadjacent.

3.2 Threat Model

We assumethat attackers cancompromiseoneor more routersin a network andmay even compromise
setsof adjacentroutersaswell. In general,we parameterizethestrengthof theadversaryin termsof the
maximumnumberof adjacentroutersalongagivenpaththatcanbecompromised.

However, we assumethatbetweenany two uncompromisedroutersthatthereis suf�cient pathdiversity
that themaliciousroutersdo not partition thenetwork. In somesense,this assumptionis pedanticsinceit
is impossibleto guaranteeany network communicationacrosssucha partition. Anotherway to view this
constraintis thatpathdiversitybetweentwo pointsin thenetwork is anecessary, but insuf�cient, condition
for toleratingcompromisedrouters.Whatwe areproposingis a setof protocolsthatoffer thesuf�ciency
conditionin thepresenceof thenecessarydiversity.

Recently, Teixeira et al. [22] empirically measuredpathdiversity in ISP networks andfound that mul-
tiple pathsbetweenpairsof nodeswerecommon.Similarly, many enterprisenetworks aredesignedwith
suchdiversityin orderto masktheimpactof link failures.Consequently, webelieve thatthisassumptionis
reasonablein practice.It is worth notinghowever, that this diversityusuallydoesnot extendto individual
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local-areanetworks– singleworkstationsrarelyhave multiplepathsto theirnetwork infrastructure.Conse-
quently, thefateof individual hostsandof therouter, to which they areconnected,aredirectly intertwined
in practice.So,we assumethatterminalroutersarenot faulty.

Sincelink stateprotocolsoperateby periodicallymeasuringanddisseminatinginformation,we assume
a synchronoussystem.Thefailureof a routeris de�ned in termsof an interval of time, which in practice
correspondswith a periodof time duringwhich traf�c measurementsaremade.Speci�cally, a routerr is
t-faulty(thatis, traf�c faulty) with respectto apathsegment� during� if � containsr and,duringtheperiod
of time � , r exhibitsarbitrarybehavior with respectto forwardingdatathattraverses� . For example,router
r canselectively alter, misroute,drop, reorder, or delaythedatathat �o ws through� , andit canfabricate
new datato sendalong� suchthatthepackets,if they werevalid, wouldhave beenroutedthrough� .

3.3 Traf�c Validation

A compromisedroutercanmake arbitraryalterationsto the forwardingbehavior of that router. Packets
canbe dropped,modi�ed, reordered,divertedandso on. However, given thedistributednatureof packet
forwardingit is notpossiblefor anadversaryto perfectlyconcealthisbehavior whenit is comparedagainst
theobservationsof its neighboring– non-compromised– neighborrouters.For example,it is not possible
for a single compromisedrouter r 2 to modify or drop a packet traversingthe path hr 1; r2; r3; r4i in an
undetectablefashion.An outsideobserver couldqueryrouterr 1 aboutthepacketsit hadsentandrouterr 3

aboutthepacketsit hasreceivedanddetectany incongruity.
We call this generalprocesstraf�c validationandsuchmechanismsarethebasicfailuredetectorsin our

system.Werepresenttraf�c validationmechanismsasapredicateTV(� , info� ;�
r i , info� ;�

r j ) where:

� � is a pathsegmenthr 1; r2; : : : r x i whosetraf�c is to be validatedbetweenroutersr i andr j where
bothr i andr j arein � ;

� info� ;�
r is someabstractdescriptionof thepacketsthat routerr forwardedto beroutedalong� over

sometime interval � .

� If routersr i andr j arenot faulty, thenTV(� , info� ;�
r i , info� ;�

r j ) evaluatesto falseiff � containsa router
thatwasfaulty in � during� .

If all thepackets1 aremonitored,thenTV is alsotransitive,dueto thetransitivenatureof packet forward-
ing; for any pathsegment� , if bothTV(� , info� ;�

a , info� ;�
b ) andTV(� , info� ;�

b , info� ;�
c ) aretrue thenTV(� ,

info� ;�
a , info� ;�

c ) is true.
Implementinga traf�c validationmechanismis anengineeringproblem.For example,themostprecise

form of info� ;�
r is a completecopy of thepacketssentandthetime atwhicheachwasforwarded.However,

thestoragerequirementsto buffer thesepacketsandthebandwidthconsumedby resendingthem,make this
approachimpractical.In practice,designingthis functionis a tradeoff betweenaccuracy andoverhead.

Similarly, in an idealizednetwork TV might be implementedsimply usingequality; info� ;�
r i = info� ;�

r j .
However, realnetworksoccasionallylosepacketsdueto congestion,reorderpacketsdueto internalmulti-
plexing, andcorruptpacketsdueto interfaceerrors. Consequently, TV mustbesomewhatmoresophisti-
catedto accommodatethisabnormal,but non-maliciousbehavior – aninherenttradeoff betweentheaccept-
ablenumberof falsepositivesandfalsenegatives.

We have exploredand implementeda variety of traf�c validationmechanisms,including thosebased
on approximate�o w conservation, comparisonsbetweenincrementalhashesof packet content,and set
reconciliationprotocols. While detaileddescriptionsand empirical comparisonsof theseapproachesis

1Theroutersmonitoringthepathsegmentcandecideon a samplingtechniqueandkeeptrackof only thechosenpackets.This
methodmayhelpdecreasingcostsigni®cantly.
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outsidethescopeof this paper, we have experiencewith severalmechanismsthatarehardto defeat,have
few falsepositivesandhave acceptableimplementationandstateoverheads.

Sincethis paperexploresthehigher-level propertiesandlimitationsof systemsbuilt upontraf�c valida-
tion, andnot thedetailsof thefailuredetectoritself, for theremainderof thepaperwe assumethat info� ;�

r

andTV exist andareperfectlyaccurate.

4 Speci�cation

Sincetheobjective of ourprotocolis to detectcompromisedrouters,anobviousway to couchthisproblem
is asanimplementationof afailuredetection:wewouldde�ne detectionin termsof accuracy andcomplete-
ness[3]). Sincethis detectoris basedon evaluatingtraf�c collectedover a periodof time,we canhave the
failuredetectorreportpairs(r; � ), whichmeansthatr wassuspectedasbeingfaultyduringthetime interval
� . A perfectfailuredetectorwould implementthefollowing two properties:

Accuracy (tentative): A failure detectoris Accurate if, whenever a correctroutersuspects(r; � ), thenr
wasfaultyduring� .

Completeness(tentative): A failuredetectoris Completeif, whenever a routerr is faulty at sometime t,
thenall correctrouterseventuallysuspect(r; � ) for some� containingt.

Notice thatwe have speci�edcompletenessby modelingit on theStrongCompletenesspropertyof [3].
We did this becauseall of thecorrectrouterswill needto updatetheir link stateroutingtableson thebasis
of thedetection.

We would implementthis failure detectorby collectingtraf�c informationfrom differentpoints in the
routernetwork. The datawould be collectedandevaluatedusingthe traf�c validationfunction. An indi-
vidual router's failuredetectorwould eitherdo this evaluationitself or baseit on theevaluationof another
router.

This approachwon't resultin a failuredetectorwith thedesiredproperties,however. Considertwo adja-
centroutersr 1 andr 2. Thetraf�c atr 1 claimsto havesent100packetsto r 2, whichagreeswith theupstream
traf�c into r 1. Routerr 2, however, claimsto havereceivedonly 20packetsfrom r 2, whichis consistentwith
thedownstreamtraf�c. Assumingthatlink betweenthetwo routersis reliable,at leastoneof thetwo routers
is not telling thetruth: r 1 couldhave dropped80packetsor r 2 couldhave droppedthem.A failuredetector
implementedat r 1 or r2 candeterminewhich is faulty in a trivial manner:our speci�cationonly constrains
thebehavior of failuredetectionby correctrouters.So, in this caser 1 candetectr 2 andr 2 candetectr 1;
if eitheris in facta correctrouter, thenthatrouter's failuredetectionis correct.Any otherrouter, however,
can't distinguishbetweenthecaseof r 1 beingfaulty andof r 2 beingfaulty, andsocanonly reportthatone
of thetwo routersis faulty. Hence,we weaken thespeci�cation: we have thefailuredetectorreturna pair
(� ; � ) where� is a pathsegment.Sincea pathsegmentis beingreported,we canalsorestrictthedetection
to aprocessbeingfaultywith respectto traf�c beingforwardedalong� .

a–Accuracy: A failuredetectoris a–Accurate if, whenever a correctroutersuspects(� ; � ), thenj� j � a
andsomerouterr 2 � wasfaulty in � during� .

a–Completeness(tentative): A failure detectoris a–Completeif, whenever a router r is faulty at some
time t, thenall correctrouterseventuallysuspect(� ; � ) for somepathsegment� : j� j � a suchthat
r wasfaulty in � at t, andfor someinterval � containingt.

Fromourdescriptionsofar, a wouldbe2 or 1 if theroutermakingthedetectionis eitherr 1 or r2.
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Note that this argumentassumesthat a faulty router can report an incorrectvalue for the traf�c that
traverseda pathaswell asalter this traf�c. We will usethe term t-faulty to indicatea router that alters
traf�c andthetermp-faultyto indicatea routerthatmisreportstraf�c. A faulty routeris onethatis t-faulty,
p-faultyor both.As before,wewill addthephrase“in � ” to indicatethatthefaultybehavior is with respect
to traf�c that transitsthepath� . Thus,thea–Accuracy requirementcanresultin a detectionif a routeris
eitherp-faulty or t-faulty.

Distinguishingbetweenp-faulty andt-faulty is usefulbecause,while it is importantto detectroutersthat
aret-faulty, it isn't ascritical to detectroutersthatareonly p-faulty. Routersthatareonly p-faulty arenot
directlyalteringthetraf�c �o w. Hence,weweakena–Completeness:

a–Completeness:A failuredetectoris a–Completeif, whenever a routerr is t-faulty at sometime t, then
all correctrouterseventuallysuspect(� ; � ) for somepathsegment� : j� j � a suchthatr wast-faulty
in � at t, andfor someinterval � containingt.

Considera path� thatcontainsonly routersthatarefaulty in � . Theinformationthat they recordabout
their traf�c cannotbecountedon to detectthis fact. Thus,thedetectionof faulty pathswill be in�uenced
moreby themaximumnumberof adjacentfaulty routersratherthanthetotal numberof faulty routers.So,
insteadof imposinganupperboundon thefractionof routersthatcanbefaulty, we imposeanupperbound
bad(k) on thenumberof adjacentfaulty routers.For example,if bad(3) holds,thentherecanbeno more
than3 adjacentfaulty routersin any path.

Making a bad(k) assumptionhasaneffect on failuredetection.Assumethatbad(3) holds,andconsider
apathhr 1; r2; r3; r4; r5; r6; r7i in whichr 3; r4 andr 5 arefaulty. Supposethatoveraninterval � , r 1 through
r5 reporthaving forwarded100packetsthatwereto traversethis path,andr 6 andr 7 reportsonly 20 such
packets. Let r 1 obtain thesecounters. It could be the casethat r 4 droppedthe traf�c, and r 3 and r 5

misreportedthe traf�c in an effort to hide the fact that r 4 is faulty. From r 1's point of view, however,
somethingis wrongwith eitherr 5 or r6, sincetheir countersindicatethattraf�c hasdisappeared.To satisfy
a–Completeness,p1 needsto detectany possibleroutersthatcouldhave led to this traf�c discrepancy. So,
thefailuredetectorat r 1 couldreportthat thepathsegmenthr 3; r4; r5; r6i containsa faulty router, sinceif
r5 is faulty thenr 3 andr 4 couldbeaswell, givenbad(3). Thatis, wecouldhave thefailuredetectorreport
ak + 1-lengthpathsegmentto accommodatethefactthatbad(k) holds.

Anotherway to accommodatethe fact thatbad(k) holdsis to weakena–Completeness.In theexample
just given,we couldhave r 1 just suspectthepathsegmenthr 5; r6i . A countermeasureprotocolwould stop
routingdatathroughthispath,andif r 3 or r4 continueto behave in afaultymanner, they couldbesuspected
later. We formalize this approachby de�ning a condition we call being fault connected. Given a path
segment� andaninterval � , we saythata routerr is fault connectedto routers with respectto � if bothr
ands arein � , andall of theroutersbetweens andr arefaulty in � during� . Trivially, any routerr is fault
connectedto itself evenif r is correct.Wethenweakena–Completenessagain:

a–FC Completeness:A failuredetectoris a–FCCompleteif, whenever a routerr is t-faulty at sometime
t, thenall correctrouterseventuallysuspect(� ; � ) for some� : j� j � a andsome� containingt such
thatthereis a routerr 0 thatwasfaulty in � at time t0 in � andis fault-connectedto r .

Thechoicebetweenthetwo completenesspropertiesis not clear. Usinga–FCCompletenessshouldlead
to moreaccuratedetectionsbut it canleave somet-faulty routersundetected.Wediscussthis tradeoff more
in thecontext of protocolsthatimplementthesetwo completenessconditions.

This speci�cationhasno uniformity-like property:it allows a faulty routerto suspectcorrectrouters.In
practice,thisdoesn't poseaproblem.In thecountermeasureprotocolsthatwehave(andthecountermeasure
protocolof WATCHERS),theonly suspicionsthatelicit areactionis whenarouterr suspectsapathsegment
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that is adjacentto r . In this case,the countermeasureprotocolwill causer not to routetraf�c alongthe
suspectedpathsegment.A faulty routercanalreadydroppackets,andsoallowing a faulty routerto break
links with its neighboraddsno furtherdisadvantage.

In our terminology, Perlman's robustroutingprotocolwasdesignedassumingaByzantinefailuremodel.
It is m–Accurateandm–Complete,wherem is themaximumlengthof apathin thenetwork. WATCHERS
meetsthis speci�cation. WATCHERSis 2–Accuratebut it is neithera–Completenor a–FC Completefor
any valueof a.

5 � 2: A 2±FC Completeand 2±AccurateProtocol

SinceTV is itself accurateandcomplete,an obviousapproachis to have eachroutercollect traf�c infor-
mationover someagreed-uponinterval, andthenuseconsensusto have all correctroutersagreeuponthe
traf�c information.With this information,eachroutercanagreeuponwhich routersmightbefaulty.

For example,considerthe4-pathsegment� = hr 1; r2; r3; r4i wherer 1 andr 4 arenot faulty. Let info� ;�
i

be the traf�c informationthat router r i collectsover during the agreedupon time interval � for the path
segment� . If at leastoneof theotherroutersis t-faulty with respectto � during this interval, thenTV(� ,
info� ;�

1 , info� ;�
4 ) will befalse.This impliesthatfor somei , TV(� , info� ;�

i , info� ;�
i +1 ) is false,whichmeansthat

at leastoneof routersr i andr i +1 is faulty. Sinceinfo� ;�
i andinfo� ;�

i +1 weredisseminatedusingconsensus,all
correctrouterswill know thatat leastoneof f r i ; r i +1 g is faulty.

Weusetheseobservationsto constructa2-Accuratefailuredetectorprotocol.The�rst issueto addressis
overwhichpathsaroutershouldrecordinformation.Notethatit will needto runaninstanceof theprotocol
for eachpathaboutwhich it recordsinformation.An obviousanswer—over eachdatastream'spath—could
resultin anenormoussetof paths.We canmake thesetsmallerby having eachrouterkeeptrackof each
x-pathsegmentof which it is a member, for somevalueof x. The numberof x-pathsegmentscangrow
very quickly with increasingx, andso x shouldbe assmall aspossible. It mustbe large enoughso that
any sequenceof faulty routerswill besurroundedby correctrouters,sincethis is necessaryto detectfaulty
behavior.

If weassumethatbad(k) holds,thentheminimumvalueof x satisfyingtheaboveconstraintis k + 2. Not
all pathsneedbethis long,andsoa routeralsocollectsinformationaboutall pathsof which it is amember
whoselengthis lessthank + 2.

5.1 Protocol

Theresultingprotocol� 2 is shown in Figure1. In thisprotocol,eachrouterr maintainsthecurrenttopology
T from which it derivesits routingtable.Eachrouterr alsomaintainsasetof pathsegmentsPr thatcontain
r andthatr monitors.A routerr runsa threadfor eachpathsegmentin Pr . Pr , which is computedfrom T,
containsall (k + 2)� pathsegmentscontainingr andall x� pathsegments,3 � x < k + 2 whoseendsare
terminalrouters.

For eachpathsegment� 2 Pr , r synchronizeswith theotherroutersin � andcollectsinformationfor the
sametraf�c passingthrough� for anagreed-uponinterval � . Periodically, r sendsthat traf�c information
to all routersin � usingconsensus.This datais digitally signedto preventanattackduringconsensus.We
use[x]i to indicatethatx is digitally signedby i .

Considerthe traf�c passingthrougha pathsegment� . The traf�c will be consistent— that is, TV(� ,
info� ;�

i , info� ;�
i +1 ) will be true — for eachpair of routershi; i + 1i in � unlessa discrepancy is introduced

by a faulty router. In otherwords,if TV(� , info� ;�
i , info� ;�

i +1 ) is falsethenat leastoneof the two routersi
or i + 1 is faulty. Notethat it couldeitherbet-faulty or p-faulty (becauseit reportstraf�c informationthat
doesnot representtheactualtraf�c thattransitedduring� . In eithercase,acorrectrouterr in � will put the
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2-pathsegmenthi; i + 1i into suspect�r [� ] set,andreliably broadcasttheevidenceof thefailuredetection,
([info� ;�

i ]i , [info� ;�
i +1 ]i +1 ), whereinfo� ;�

i is digitally signedby routeri andinfo� ;�
i +1 is digitally signedby router

i + 1. Uponreceiving this information,all othercorrectrouterscanevaluateTV(� , info� ;�
i , info� ;�

i +1 ) asfalse
anddetectthefault on the2-pathsegmenthi; i + 1i .

� 2 is givenin Figure 1. In Appendix 7.3,weshow that� 2 is 2–Accurateand2–FCComplete.

5.2 Overhead

Thecostof theprotocol� 2 comesfrom thecollectionof traf�c informationandtheoverheadof synchro-
nization,andconsensus.

Collecting traf�c information: In the worst case,a routerhasto collect traf�c information for each
packet it hasrouted,independentof the sizeof Pr . As mentionedin Section 3.3, this overheadcanbe
reduced.

Sizeof Pr : The sizeof Pr indicatesthe numberof differentsetof routerswith which r synchronizes,
maintainstraf�c information,andexchangessuchinformationusingconsensus.By construction,jPr j is
O(k � Rk+1 ) whereR is themaximumnumberof links incidentonarouter. In practice,though,weexpect
jPr j to be muchsmaller. We have examinedtwo network topologies,Sprintlink andEBONE, that were
measuredby the Rocketfuel project [19] andcountedthe numberof distinct pathsegmentsthat a router
monitorsfor differentvaluesof k in bad(k) assumption.

TheSprintlinknetwork consistsof 315routersand972links. On theaverage,a routerhas6.17links, and
the maximumnumberof links that a routerhasis 45. In Figure2(a), the maximum,averageandmedian
of jPr j thata routeris incidenton andmonitorsis given for this network. Theempiricalresultsaremuch
smallerthanthetheoreticalupperboundO(k � 45k+1 ). This is because,amongotherfactors,a link state
routingprotocolchoosesonly onepathbetweenany two routers.

It is worthwhileto comparethisoverheadwith WATCHERS, in whicheachroutermaintains7 countersfor
eachof its neighborspereachdestinationin thenetwork. For this topology, implementingWATCHERS, a
routermaintains7 � 6:17� 315� 13; 605countersonaverage;andthelargestnumberof countersarouter
maintainsis 7 � 45� 315= 99; 225.

Assumingthesameweakthreatmodelof WATCHERS, it is suf�cient for a router, implementing� 2, to
maintainonecounterfor eachpathsegmentin jPr j. For this topology, assumingbad(2), a routermaintains
216countersonaverage;andthelargestnumberof countersa routermaintainsis 2; 172. If insteadwehave
bad(7), thesenumbersbecome758and8,073.

ExaminingtheEBONEnetwork, we obtainsimilar results.This is a smallernetwork: it consistsof 87
routersand161links. On average,a routerhas3.70links, andthemaximumnumberof links thata router
hasis 11.

Synchronization, Consensusand Reliable Broadcast: For eachpathsegment� in Pr , a routerr syn-
chronizeswith all theroutersin � to agreeon whenandfor how long thenext measurementinterval � will
be. Perfectsynchronizationwould not be necessaryin practice,sincethe traf�c validation function TV
couldbewritten to accommodatea smallskew. It would probablybemoreef�cient, though,to have all the
routersin thenetwork synchronizewith eachotherinsteadof having many more,smallersynchronization
rounds.

Eachrouterin pathsegment� reachesconsensusaboutthetraf�c informationover � duringtime interval
� . To do so requiresdigitally signing the traf�c information,sinceotherwisethe replicationis not high
enoughfor consensusto be solvable. Thus,thereis an issueof key distribution dependingon thecrypto-
graphictools thatareused.Finally, theremustbe enoughpathconnectivity amongthe routersto support
consensus[14]. An openquestionis whethera weaker protocol,suchasCrusader's Agreement[6], canbe
usedin placeof Consensus.

The�nal reliablebroadcastwill bedoneaspartof theLSA distribution of link stateprotocol.
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6 � k+2 : A (k+2)±Completeand (k+2)±Accurate Protocol

� 2 hasconsiderablerequirementsin termsof collectingtraf�c information,synchronizationandconsensus.
Theserequirementscanbeavoidedby makingthedetectionbelessaccurate.

Theideais to applyTV just for theendnodesof eachpathsegmentin Pr . For example,considerthe4-
pathsegment� = hr 1; r2; r3; r4i wherer 1 andr 4 arenotfaulty. Let info� ;�

1 , info� ;�
4 bethetraf�c information

thatrouterr 1 andr 4 collectover duringtheagreedupontime interval � . If at leastoneof theotherrouters
is t-faulty with respectto � during this interval, thenTV(� , info� ;�

1 , info� ;�
4 ) will be false. In this case,r 1

suspectshr 2; r3; r4i . Similarly r 4 suspectshr 1; r2; r3i .
We usethis observation to constructa less accuratefailure detectorprotocol. Again, the �rst issueto

addressis over which pathsa routershouldrecordinformation. For this approacheachrouterneedsonly
keeptrackof eachx-pathsegmentof which it is oneof theendnodes,for somevalueof x. Thenumber
of x-pathsegmentscangrow very quickly with increasingx, andso x shouldbe assmall aspossible.It
mustbelargeenoughsothatany sequenceof faulty routerswill besurroundedby correctrouters,asthis is
necessaryto detectfaultybehavior.

If we assumethatbad(k) holds,thentheminimum valueof x satisfyingtheabove constraintis k + 2.
However, monitoringonly k + 2-pathsegmentsis not suf�cient. For example,given that bad(2) holds,
considerthe4-pathsegment� = hr 1; r2; r3; r4i wherer 1 andr 3 arecorrect;andr 2 andr 4 arefaulty. In this
case,r 1 andr 4 monitors� but r 4 canhidethefact that r 2 is t-faulty by simply sendingtraf�c information
to r1 suchthat TV(� , info� ;�

1 , info� ;�
4 ) holds. If r 1 wereto insteadalsomonitor the pathhr 1; r2; r3i , then

r1 could detectr 2's faulty behavior. So, it is necessaryfor a routerr to monitor all x-pathsegmentsfor
x � k + 2 of which r is anend.2

6.1 Protocol

Eachrouterr maintainsT, which is thecurrenttopologyfrom which it derivesits routingtables.As before,
eachrouterr alsomaintainsasetof pathsegmentsPr thatr monitors.For thisprotocol,though,Pr contains
all x� pathsegmentssuchthatr is oneof theendnodesand3 � x � k + 2. This is thesmallestsetof path
segmentsfor which thereis at leastonepathsegmentthathasacorrectrouterat theotherend.

For eachpathsegment� 2 Pr , r synchronizeswith the otherendrouterof � andcollect information
for the traf�c passingthrough� during an agreed-uponinterval � . Routerr then exchangesthis traf�c
informationwith therouterr 0on theotherend.If r then�nds TV(� , info� ;�

r , info� ;�
r 0 ) is falsethenthereis at

leastonefaulty routerfaulty in � during� . In particular, eitherr 0 is p-faulty or somerouterin � is t-faulty.
Indeed,r detects� � hr i . However, whenit announcesthisdetectionto theotherrouters,acorrectrouter

receiving thisinformationshouldsuspect� sincer mightbefaulty. For simplicity, wealsorequiretherouter
r to suspect� .

� k+2 is given in Figure 3. In Appendix 7.4, we show that � k+2 is (k+2)–Accurate and (k+2)–
Complete.

6.2 Overhead

� k+2 is not veryexpensive. Themaincostof theprotocolis dueto collectingtraf�c information.
Collecting traf�c information: Assumingthat a routerusesthe samevaluesof � for all the pathseg-

mentsin Pr , in theworstcasea routerhasto collect traf�c informationfor eachpacket it routes,which is
independentof thesizeof Pr . Thesameholdsfor theprevious protocol� 2. However, in � k+2 this cost
canbereducedby usingsampling.For each� in Pr , r canagreewith the routerr 0 on theotherendon a
randomsamplingpattern.Thetraf�c they recordon � would bedeterminedby this pattern.Althoughthe

2Anotherreasonto monitorthesepathsegmentsis thatnotall pathsneedbek + 2 long.
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faulty routersin � couldsharetheir informationon samplingandonly attackthepacketsnotbeingsampled
by a faulty router, by constructionthereis a pathsegmentin Pr whoseotherendis not faulty, andso by
usingsuitableencryptionany intermediatefaulty routerswill notknow whichpacketsarebeingsampledfor
traf�c information.Wedon't know of asimilarmethodof samplingthatcouldbeusedfor � 2.

Sizeof Pr : Thesizeof Pr indicatesthenumberof routerswith which r hasto exchangetraf�c informa-
tion. jPr j is O(minf Rk+1 ; N g) where,asbefore,R is themaximumnumberof links incidentto a router
andN is the numberof routersin the network. The secondterm, N, comesbecausea link staterouting
protocolchoosesonly onepathbetweenany two routers.

For the sameSprintlink(US) network topology that was analyzedbefore,the maximum,averageand
medianof jPr j that a routermonitorsin this protocol is given in Figure2(b) for differentvaluesof k in
bad(k) assumption.As expected,thesevaluesaremuchlower thanthe theoreticalupperbound,andare
alsomuchlower thanthecorrespondingvaluesfor � 2.

Synchronization, Consensusand ReliableBroadcast:Thesynchronizationrequirementsfor � k+2 are
lower thanfor � 2. As for eachpathsegment� thata routerr monitors,r needsto agreewith only theother
endrouterr 0of � .

In ordertoexchangetraf�c information,neitherConsensusnorthegoodneighborconditionof WATCHERS
is required.Therouterscanusea pre-agreeduponroundstrategy to choosethevaluesof � . Thentheend
routerscanusethesamepathsegmentthey aremonitoringto exchangetraf�c information.This is because
if anintermediaterouterwereto fail to forwardtheinformation,thenoneendwoulddetectit, whichwould
leadto thepathsegmentbeingsuspected.Still, authenticationis requiredto avoid impersonatingattacks.

To preventa faulty routerimpersonatinga correctrouter, authenticationof a failuredetectionannounce-
mentis required,which canbedonewith digital signatures.As with � 2, the�nal reliablebroadcastcanbe
doneaspartof theLSA distribution of link stateprotocol.

7 Discussionand Conclusion

Wehavegiventwo protocolsthatrepresenttwo differentpointsin atradeoff amongaccuracy, completeness,
andprotocoloverhead.The expensive protocol, � 2, resultsin moreaccuratefailure detectionsbut it can
leave somet-faulty routersundetected.Meanwhile,with a small overhead,� k+2 resultsin lessaccurate
detectionsbut it detectsanunreliablepath-segmentfor eacht-faulty router. Thereareseveralquestionsthat
wehave notanswered,includingtheboundsthatdescribetheexactnatureof this tradeoff.

Wehavedevelopedtheseprotocolsin conjunctionwith countermeasure protocolsthatisolateapartof the
network thatcontainscompromisedrouters.Wedon't discussthecountermeasureprotocolshere,but these
two protocolsshouldbeanalyzedin conjunctionwith countermeasureprotocolsin termsof effectivenessin
isolatingfaultyroutersthatareintroducingdiscrepancy in to thenetwork traf�c. For example,onthesurface
it appearsthat we areexploiting a tradeoff betweenaccuracy andprotocoloverheadwhenwe developed
� k+2 as a cheaperalternative to � 2. In fact, it doesnot appearthat � k+2 is lesseffective in isolating
compromisedroutersor is morelikely to partitionanetwork than� 2. However, westill don't understandat
thispoint theexactnatureof thetradeoff of decreasingaccuracy.

We believe that thesecondprotocol,� k+2 , hasa low enoughoverheadthata practicalversioncouldbe
built. We arecurrentlyworking on sucha protocolandtraf�c validation function, aswell asa practical
countermeasureprotocol that could be integratedwith a link-stateprotocolwith a small extensionto the
protocolandlink updatemessages.
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failur edetector()
cobegin

for eachpathsegment� 2 Pr:
suspectτr [� ] = f g // thesetof suspiciouspathsegmentsin � thatr detectsduring�
while (true)f

synchronizewith all routersin � ;
collect traf®c informationinfoπ,τ

r about� for anagreed-uponinterval � ;
consensus([infoπ,τ

1 ]1; [infoπ,τ
2 ]2; :::; [infoπ,τ

jπj ]jπj );
// at this pointall correctroutersin � agreeon thevaluesof infoπ,τ

i

for all i: 1 � i < j� j:
if : TV(� , infoπ,τ

i , infoπ,τ
i+1 ) then

suspectτr [� ] = suspectτr [� ] [fh i; i + 1ig ;
reliablebroadcast([infoπ,τ

i ]i, [infoπ,τ
i+1 ]i+1 );

g
coend

Figure1: � 2, A 2–FCCompleteand2–AccurateProtocol
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Figure2: Basedon bad(k); max,averageandmediansizeof Pr thata routermonitorsin � 2, and� k+2 .

failur edetector()
cobegin

for eachpathsegment� 2 Pr:
suspectτr [] = f g // thesetof unreliablepathsegmentsthatr detectsduring�
while (true)f

synchronizewith therouterr' atotherendof � ;
collect traf®c informationinfoπ,τ

r about� for anagreed-uponinterval � ;
exchange[infoπ,τ

r ]r and[infoπ,τ
r0 ]r0 with r' through� ;

if : TV(� , infoπ,τ
r , infoπ,τ

r0 ) then
suspectτr [] = suspectτr [] [fh � ig ;
reliablebroadcast([� ]r);

g
coend

Figure3: � k+2 , A (k + 2)–Completeand(k + 2)–AccurateProtocol
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Appendix

7.1 WATCHERS

The WATCHERSprotocol,which detectsandisolatesfaulty routersbasedon a distributednetwork moni-
toring approach,wasdeveloped(andcriticized)at the University of California,Davis from 1997through
2000[5, 2, 11].A faulty router is de�ned to be onethat dropsor misroutespacketsor that behaves in an
arbitrarymannerwith respectto theWATCHERSprotocol. CheungandLevitt [5] �rst proposedto usea
conservationof �ow principle (CoFP)to detectfaulty routers.Basically, CoFPstatesthat eachinput to a
routershouldeitherbeabsorbedat thatrouteror passedalongto anotherrouters.

��

�� x
-Tx;y

-Sx;y

-D x;y
��

�� y

��

�� x
� Ty ;x

� D y ;x

� Sy ;x
��

�� y

� Tx,y: for transitpacketsthatpassthroughbothx andy.

� Sx,y: for packetswith sourcex thatpassthroughy.

� Dx,y: for packetswith destinationy thatpassthroughx.

Figure4: Transitpacket bytecounters

As shown in Figure4, eachroutercountshow many bytesit hasreceived andforwardedthrougheach
link duringanagreed-upontime interval. Eachrouterthen�oods thesnapshotsof its counters.Onceit has
thesecounters,it usesa two-phaseprotocolto determinewhich routersarefaulty. Thetwo phasesare:

1. Validation: A routera compares,for eachneighborb, its countersfor thea� blink with thoseof b. If
thecountersdo not agree,it detectsits neighborasfaulty. Similarly, for eachneighborbandeachof
its neighborc, a comparestheb� c link countersof bwith thoseof c. If thesecountersdonotagree,
thena knows thatat leastoneof bandc is faulty, andsoa doesnothingfurtherwith b; it assumesthat
bwill detectc asfaultyor viceversa.

2. Conservation of �o w test: If thevalidationphaseis passedsuccessfully, thena checksif eachneigh-
bor b preservesCoFP. It doessoby computingthe incomingtransit�o w I b andtheoutgoingtransit
�o w Ob of routerb:

I b =
X

8cjb$ c

(Sc,b + Tc,b) Ob =
X

8cjb$ c

(D b,c + Tb,c)

If j I b � Ob j> T for somethresholdT thena diagnosesbasfaulty.

In this scheme,eachroutermaintainssix countersfor eachof its neighbors.3 Thus,if R is themaximum
connectivity in the network, thenthe spacecostper routerof this protocolO(R). Sinceall countersare
comparedover thesametime interval, all of theroutersperiodicallysynchronizewith eachother.

��

��

a -

��

��

b -

��

��

��

��

c -

��

��

��

��

d -

��

��

e

Figure5: Consortingrouters

3In fact,eachroutermaintainssevencountersfor eachof its neighbors.Theseventhcountsmisroutedpacketsby thatneighbor.
Whenever this counteris nonzero,it is identi®edasa faulty router.
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Later, the architectsof WATCHERSnoticedthat this algorithmwas not suf�cient to detectconsorting
faulty routers [16], de�ned asthefaulty routerslaunchingacoordinatedattackandcooperatingto hideeach
other's maliciousbehavior. For example,in Figure 5, let a sendpacketsto e throughb;c, andd. If c and
d areconsortingfaulty routersthenthey candropall packetsandstill hidethis attackby simply increasing
theirDc;d countersratherthanTc;d. With themotivationof thisscenario,Bradley etal. extendedtheresults
in [5] andpresentedthe�nal versionof theWATCHERSprotocol[2]. In this version,eachroutermaintains
a separatesetof countersfor eachneighborand�nal destinationof eachpacket. In theexample,whena
sendsthe packet, it updatesits Se

a;b counter. b updatesits T e
b;c counterafter forwardingthe packet. c and

d now cannotsimply drop thepacketsandhide theattackjust by updatingsomeof their counters.In this
scheme,thespacerequiredata routeris O(RN ), whereN is thetotalnumberof routersin thenetwork.

WATCHERS' wasdesignedassuming:

� Link statecondition:Goodroutersagreeon theexacttopologyof thenetwork.

� Goodneighborcondition:Eachrouteris aneighborto at leastonegoodrouter.

� Goodpathcondition:Eachpairof goodroutershasat leastonepathof only goodroutersconnecting
them.

� Majority goodcondition:A majorityof theroutersaregood.This is requiredto preventfaulty routers
from triggeringanew roundof theprotocol.

Two yearslater, anothergroupatUC Davis (Hughesetal. [11]), arguedthatCoFPis inappropriateto use
asasecuritymechanismin network protocols.They mentionedthreegeneralscenariosin whichWATCHERS
doesnotwork:

� Onesfor which WATCHERScan be �x ed with small modi�cations in the protocol suchas source
routing,prematureaging.

� Onesthatarenot addressedby WATCHERSsuchsuchaspacket modi�cation andpacket fabrication.
Thesecouldbeaddressedwith amoregeneraltraf�c validationmechanism.

� Onesthat representattackson thecontrolplanesuchasghostrouters,and“hot potato”examplesin
[11] wherefaulty routersannounceincorrectLSPs.

Perhapsmore interesting,they did not notice that WATCHERSfailed to detectonecaseof consorting
routers. Considertwo faulty routersc andd in Figure5. Assumethat thereis another(unshown) setof
bidirectionallinks connectinga, bande sothatthegoodpathconditionis satis�ed. Thus,all of thesystem
requirementsaremet. Assumethatc dropspacketsit sendsalongthec � d pathbut it doesnot re�ect this
in Te

c;d. Routerd canhave acorrectvalueof T e
c;d thatis inconsistentwith c'scounterT e

c;d, whichmeansthat
their neighborsb ande will not performconservation of �o w testfor c or d respectively. Routerd, being
faulty, neednotdetectc asfaulty.

Our concernsaboutWATCHERSdiffers from thecriticismsof [11]. First, thereis no speci�cationof the
problemit solves,whichmakesit hardto comparewith otherprotocols.It assumesasomewhatweakthreat
model(routerscan't bearbitraryfaulty) andit hassomesystemrequirementswhoseimportanceisn't clear
(namely, globalsynchronizationandthegoodneighborcondition). It doesn't detectall faulty routers,and
theamountof stateeachroutermustmaintainis boundedfrom above only by thetotalnumberof routersin
thenetwork.
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7.2 BasicTheorems

Theorem 1 If a router r is t-faulty at sometime t and bad(k) holds,thenthere existsa path segment� ,
such that:

� r 2 �

� r is t-faulty in � duringsome� that containst

� only the�r st andlast routers of � arecorrect

� 3 � j� j � k + 2

Proof: If r is t-faulty at time t, thenthereis a path� , suchthat r is t-faulty in � duringsome� that
containst. Fromthesystemassumption,thesourceandsinkroutersof � arecorrect,andso� mustcontain
at leastthreeroutersto includethefaulty routerr .

For eachpathsegment� of � that containsr , r is t-faulty in � during � . Given bad(k), r canbe in a
groupof no lessthanoneandno morethank adjacentfaulty routers.This group,by de�nition, is bounded
on bothsidesby nonfaulty routers.

Theorem 2 If, for a path segment� , TV(� , info� ;�
h , info� ;�

j ) is falsewhere 1 � h < j � j� j, thenthere
existsa link hi; i + 1i such thatTV(� , info� ;�

i , info� ;�
i +1 ) is falseandh � i < i + 1 � j .

Proof: By contradiction.Assumethat thereis no link hi; i + 1i suchthat TV(� , info� ;�
i , info� ;�

i +1 ) is
falseandh � i < i + 1 � j . For eachlink hi; i + 1i suchthath � i < i + 1 � j , TV(� , info� ;�

i , info� ;�
i +1 ) is

true.SinceTV is transitive, TV(� , info� ;�
h , info� ;�

j ) is true,which leadsusacontradiction.

7.3 Propertiesof � 2

Theorem 3 Theprotocol � 2 is 2-Accurate.

Proof: By construction,all suspicionsarepathsegmentsof length2. For a correctrouters to suspect
h� ; � i , thatrouterfoundTV(� , info� ;�

i , info� ;�
i +1 ) to befalse,for some� thatcontainsi andi + 1. Furthermore,

sincethetraf�c informationis digitally signed,thetwo routersdid reportthis traf�c information.Hence,at
leastoneof thetwo routersmustbet-faulty or p-faulty.

Theorem 4 Theprotocol � 2 is 2–FC Complete.

Formally, if a routerr is t-faulty at sometime t, thenall correctrouterseventuallysuspecth� ; � i for some
pathsegment� : j� j � 2 andsome� containingt suchthatthereis a routerr 0thatwasfaulty in � at time t0

in � andis fault-connectedto r .
Proof: By Theorem1, if a routerr is t-faulty at time t, thenthereexistsa pathsegment� 0, suchthat:

r 2 � 0; r is alsot-faulty in � 0 during� containingt; only the�rst andlastroutersof � 0 (which we'll call f
and`) arecorrectand3 � j� 0j � k + 2.

By constructionof Pf andP` , bothf and` monitorat leastonepathsegment� 00suchthatf f ; r; `g 2 � 00

and� 00contains� 0.
Both f and` computeTV(� 00, info� 00;�

f , info� 00;�
` ) to befalse.By Theorem2, thereexistsa2-pathsegment

� = hi; i + 1i suchthat TV(� 00, info� 00;�
i , info� 00;�

i +1 ) is falsewheref � i < i + 1 � `. Sinceall routers
betweenf and` arefaulty andfault-connectedto r , at leastoneof f i, i+1g is faulty andfault-connectedto
r .

Both correctroutersf and` detectsthis failure and reliably broadcaststo all correctrouterswith the
evidenceof info� 00;�

i ; info� 00;�
i +1 that aredigitally signedby routersi andi + 1, respectively. Eventuallyall

correctrouterssuspect� = hi; i + 1i .
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7.4 Propertiesof � k+2

Theorem 5 Theprotocol � k+2 is (k+2)-Accurate.

Proof: If a correctroutersuspectsh� ; � i , thenj� j � a andsomerouterr 2 � wasfaulty in � during
� .

Foracorrectrouter, to suspectapathsegment� , routers thatiseitherthe�rst or lastrouterof � announces
that`� is unreliable'.

1. If thisannouncementis incorrect,thens is p-faulty.

2. If this announcementis correct,thens foundTV(� , info� ;�
1 , info� ;�

j � j ) to befalse.Assumethereexists
no faulty router in � exhibiting faulty mannerwith respectto � during � . Thus,eachrouter in �
forwardsthetraf�c traversing� correctly. Sincebothrouter1 androuters arecorrect,they collection
andexchangetraf�c informationcorrectly. Thus,both routerswill �nd TV(� , info� ;�

1 , info� ;�
j � j ) to be

true,whichcontradictsourassumption.

A correctrouterappliestheprotocol� k+2 to x-pathsegmentswherex � k + 2. Hence,� k+2 is (k+2)–
Accurate.

Theorem 6 Theprotocol � k+2 is (k+2)–Complete.

We show that if a routerr is t-faulty at sometime t, thenall correctrouterseventuallysuspecth� ; � i for
somepathsegment� : j� j � k + 2 suchthatr wast-faulty in � at t, andfor someinterval � containingt.

Proof: Let r have introduceddiscrepancy into thetraf�c passingthroughitself during� containingt.
Then,from Theorem1, thereexistsapathsegment� suchthat:

� r 2 �

� r is t-faulty in � during� containingt

� only f and` — the�rst andlastroutersof � — arecorrect

� 3 � j� j � k + 2

f and` monitor� andapplytheprotocol� k+2 for � . After exchangingtheir traf�c information,bothf
and` computeTV(� , info� ;�

f , info� ;�
` ) to befalseandsuspect� anddisseminatethis informationto theall

othercorrectroutersby reliablebroadcast.Since� containsa t-faulty routerr andthelengthof � mightbe
at mostk + 2, theprotocol� k+2 is (k+2)–Complete.
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