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Brief Abstract: Network routersoccugy auniguerolein moderndistributedsystemsThey areresponsi-
blefor cooperatiely shuttlingpacletsamongsthemselesin orderto provide theillusion of anetwork with
universalpoint-to-pointconnectity. However, this illusion is shattered- asareimplicit assumption®f
availability, con dentiality or integrity —whennetwork routersactin a maliciousfashion.By manipulating,
diverting or droppingpacletsarriving at a compromisedouter an attacler cantrivially mountdenial-of-
service suneillanceor man-in-the-middlattackson endhostsystemsConsequentjMinternetroutershave
becomea choicetargetfor would-beattaclersandthousand$fiave beensubvertedto theseends.

In this paper we specifythis problemof detectingrouterswith incorrectpaclet forwardingbehaior and
we explore the designspaceof protocolsthatimplementsucha detector We further presentwo concrete
protocolsthat differ in accurag, completenessandoverhead- oneof which s likely inexpensie enough
for practicalimplementationat scale. We believe our work is animportantstepin beingableto tolerate
attackson key network infrastructurecomponents.
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1 Intr oduction

This paperaddressepartof a simple,yetincreasinglyimportantnetwork securityproblem: how to detect
the existenceof compromisedoutersin a network andthenremaove themfrom the routingfabric.

Theroot of this problemarisesfrom the key role thatroutersplay in modernpaclet switcheddatanet-
works. Toa rst approximationpetworkscanbemodeledasaseriesof point-to-pointlinks connectingpairs
of routersto form a directedgraph. Sincefew endpointsaredirectly connecteddatamustbe forwarded—
hop-by-hop- from routerto routertowardsits destination.Thereforef arouteris compromisedit stands
to reasonthanan attacler may drop, delay reordey corrupt, modify or divert any of the paclets passing
through. Sucha capability canthen be usedto dery serviceto legitimate hosts,to implementongoing
network suneillanceor to provide anef cient man-in-the-middldunctionalityfor attackingendsystems.

Moreover, suchattacksare not meretheoreticalcuriosities,but they areactvely emplg/ed in practice.
Attackershave repeatedlydemonstratetheir ability to compromiseouters throughcombination®f social
engineeringandexploitationof weakpasswrdsandlatentsoftwarevulnerabilities[1, 9, 13]. Onenetwork
operatorecentlydocumentedver 5000compromisedoutersaswell asanundegroundmarket for trading
accesdo them[23].

Oncea routeris compromisedan attacler neednot modify therouters codebaseto exploit its capabil-
ities. Currentstandarccommand-lineinterfacesfrom vendorssuchas Ciscoand Juniperare sufciently
powerful to drop anddelay paclets, sendcopiesof pacletsto a third party or “divert” pacletsthrougha
third partyandback.In fact,severalwidely publisheddocumentprovide a standardookbookfor transpar
ently "tunneling” pacletsfrom a compromisedouterthroughan arbitrarythird-partyhostandbackagain
— effectively amplifying the attacler's abilities, including arbitrary paclet snif ng, injection or modi ca-
tion [7, 21]. Suchattackscanbe extremelydif cult to detectmanually andit canbe evenharderto isolate
which particularrouteror groupof routershasbeencompromised.

Theproblemof detectingandremoving compromisedouterscanbethoughtof asaninstanceof anoma-
lous behaviorbasedintrusiondetection Thatis, a compromisedoutercanbeidenti ed by correctrouters
whenit deviatesfrom exhibiting expectedoehaior. The problemcanbebrokeninto threesubproblems:

1. Trafc validation. Trafc informationis the basisof detectinganomalousbehaior: given trafc
enteringa part of the network, andan expectedbehaior of the routersin the network, anomalous
behaior is detectedvhenthe monitoredtrafc leaving that part of the network differs signi cantly
from whatis expected However, implementingsuchvalidationpracticallyrequiresradeofs between
the overheadf monitoring,communicatiorandaccurag.

2. Distributeddetection.lt is impossibleto detectananomalyat a singlerouter Any detectiorrequires,
synchronizinghe collectionof traf c informationanddistributing the resultsso thatanomalouse-
havior canbedetectedy setsof correctrouters.

3. ResponseOncearouter or setof routers,is thoughtto be faulty, the forwardingtablesof correct
routersmustbe changedo avoid usingthosecompromisedhodes.

We provide a brief discussioron the rst problem,but this paperconcentrateprimarily on the second
problem.Givenareliabletraf ¢ validationfunction,we examinehow it canbe usedto build ananomalous
behaior detectorfor compromisedouters.We have developeda formal speci cationfor this detectorwith
propertiessimilar to thoseusedfor traditionalfailure detectors.Finally, we give two simpleprotocolsthat
implementour speci cationandanalyzetheir accurag, completenesandoverhead.



2 RelatedWork

Thereare two threatsposedby a compromisedouter: the attaclker may attackby meansof the routing
protocol (for example, by sendingfalse adwertisementspr by having the router violate the forwarding
decisionst shouldmale basedniits routingtables.The rst kind of attackis oftencalledanattadk onthe
contol plane andtheseconds calledanattadk onthedataplane

The rst threathasreceved, by far, thelion's shareof the attentionin the researclcommunity perhaps
dueits potentialfor catastrophieffects. By issuingfalseroutingadwertisementsacompromisedoutermay
manipulatehow otherroutersview the network topology andtherebydisruptserviceglobally. For example,
if arouterclaimsthatit is directly connectedo all possibledestinationsit maybecomea “black hole” for
mosttrafc in thenetwork. While this problemis by no meanssolvedin practice therehasbeensigni cant
progresstowardsthis endin the researchcommunity beginning with the seminalwork of Perlman. In
her PhD thesis[16], Perimandescribedobust ooding algorithmsfor delivering the key stateacrossary
connectedhetwork anda meandor explicitly signingrouteadwertisementsTherehave subsequentlypeen
avarietyof efforts to impartsimilar guaranteeto existing routing protocolswith varyinglevels of costand
protection.Generallythesebreakdown into approachebasedn ensuringheauthenticityof routeupdates
andthosebasedon detectingnconsisteng betweerrouteupdateg20, 12, 10, 18, 4, 8].

By contrastthethreatposeddy subvertingtheforwardingprocesdasreceved comparatiely little atten-
tion. Thisis surprisingsince,in mary waysthis kind of attackpresents wider setof opportunitieso the
attacler — notonly denial-of-servicebut alsopaclet snif ng, modi cation andinsertion—andis bothtrivial
to implement(afew linestypedinto acommandshell)anddif cult to detect.This paperfocusesntirelyon
the problemof maliciousforwarding.

The earliestwork on fault-tolerantforwardingis alsodueto Perlman[16]. In her PhD thesis,Perlman
presentechetwork layer protocolswith Byzantinerobustness. Theseresultsare also summarizedn her
book[17]. Shedevelopedrobust ooding, a methodto deliver a paclet reliably to all goodrouters. This
requiresa goodpath condition which stateghateachpair of nonfaulty routersis connectedy atleastone
pathof zeroor morenonfaulty routers.Rolust ooding wasdesignedo be usedfor public key distribution
andbroadcastindink statepadets (LSP), whichis a necessaryartof link stateprotocols. Perlmanalso
developedanovel methodfor robustroutingontop of alink stateprotocol.In thisprotocol,thesourcerouter

rst computesaroutebasednits local databas@endthensendsa digitally signedroute-setupadket along
the chosenroute. Eachintermediaterouteron the route veri es the signatureand allocatesthe necessary
resourcedor the datapaclet. If the sourcerouterreceves an acknavledgmentof route-setudrom each
intermediaterouteron the choserroute, thenit sendsthe datapaclet. The destinatiorroutersendsback
anotherack, if the datapaclet reachedo itself. If the sourcedoesnot receve this ackfor the datapaclet
from thedestinationthenit detectghatthe choserrouteis notreliableandcomputesa new route.

Severalresearchersave subsequentlproposedighterweightprotocolsor actively probingtheforward-
ing pathto testfor consisteng with adwertisedroutes. Subramaniaret al's Listen protocol[20] doesthis
by comparinglT CP Dataand Acknowledgmentpacletsto provide evidencethata pathis partof end-to-end
connectvity, while PadmanabhaandSimon's SecureTraceroutd15] achievesasimilar goalusingsigned
probepacletstaigetingintermediateaouters. Both approachesnly testfor grossconnectiity andcannot
revealwhethermpacletshave beendiverted,modi ed, createdreorderedr selectvely dropped.

Theapproachmostsimilarto our own is the WATCHERBrotocol,which detectglisruptive routersbased
on a distributed network monitoring approachls, 2, 11]. However, the WATCHER$rotocol had mary
limitationsin bothits trafc validationmechanisrmandin its control protocol- mary of which weredocu-
mentedby Hughesetal. [11]. Many of theseweaknessearosefrom the absenc®f aformal speci cation,
a weakthreatmodeland an excessie requiremenfor perrouter state(boundedonly by the total size of
the network). In Appendix 7.1, we describeWATCHER®S enoughdetail to understandts strengthsand
weaknessesncludinga previously unreporteda w thatallows faulty routersto go undetected.



3 SystemModel

Ourwork proceedgrom aninformed,yet abstractednodelof how the network is constructedthe capabil-
ities of the attacler, andthe compleities of thetraf ¢ validationproblem. In this sectionwe describeand
motivatethe assumptionsinderlyingour model.

3.1 Network Model

We considera network to consistof individual routersinterconnectedia directionalpoint-to-pointlinks.
In using this model, we are purposelyignoring several real-life compleities. For example,real routers
arenot homogeneousodesbut in factrepresent collectionof independenhetwork interfaceswhich are
themseles interconnectednd are, in practice,addresse@nd controlleddistinctly We have eliminated
this detailfor the convenienceof description;our analysiscantrivially accommodat¢his expandednodel.
Similarly, we have choserto ignorethe possibility of broadcasthannelsn our modelsincethey arerarein
todays wired networks andcanbe easilyincorporatedascollectionsof point-to-pointlinks (althoughthere
may be opportunitiedor additionaloptimizationin broadcasenvironments).

Within this network, we presumehatpacletsareforwardedin ahop-by-hogashion-eachrouterfollow-
ing the directionsof a local forwardingtable. As well, we assumehattheseforwardingtablesareupdated
via a distributedlink-staterouting protocolsuchasOSPFor IS-IS. In particulay we dependon the routing
protocolto provide eachnodewith a globalview of the currentnetwork topology Finally, we alsoassume
theadministratie ability to assigranddistribute shareckeysto setsof nearbyrouters.This overallmodelis
consistentvith thetypical constructiorof large enterprisdP networksor theinternalstructureof singlelSP
backbonenetworks, but is not well-suitedfor routersthatinterconnectiddministratie domainsusingBGP
(alink-vectorprotocol).

We de ne apathto bea nite sequencér;ro;:::rni of adjacenrouters.Operationallya pathde nes
a sequencef routersa paclet canfollow. We call the rst routerof the paththe source andthe lastrouter
its sink togetherthey arecalledterminalroutes. A pathmight consistof only onerouter in which case
thesourceandsink arethesame.Terminalroutersareleafrouters:they areneverin themiddle of ary path.

An x path sggmentis a sequencef x routersthatis a subsequencef a path. A path sggmentis an
X pathsegmentfor somevalueof x > 0. For example,if a network consistf the singlepathha; b;c;di
thenhc;di andhb;ci areboth2-pathsegmentsput ha; ci is notbecause andc arenotadjacent.

3.2 ThreatModel

We assumethat attaclers can compromiseone or moreroutersin a network and may even compromise
setsof adjacentroutersaswell. In generalwe parameterizéhe strengthof the adversaryin termsof the
maximumnumberof adjacentoutersalonga given paththatcanbecompromised.

However, we assumehatbetweenary two uncompromisedoutersthatthereis sufcient pathdiversity
thatthe maliciousroutersdo not partitionthe network. In somesensethis assumptions pedanticsinceit
is impossibleto guaranteery network communicatioracrosssucha partition. Anotherway to view this
constraints thatpathdiversity betweertwo pointsin the network is a necessarybut insufcient, condition
for toleratingcompromisedouters. What we are proposingis a setof protocolsthat offer the sufciency
conditionin the presenc®f the necessargiversity

Recently Teixeira et al. [22] empirically measuregathdiversity in ISP networks andfound that mul-
tiple pathsbetweenpairsof nodeswerecommon. Similarly, mary enterprisenetworks are designedwith
suchdiversityin orderto masktheimpactof link failures.Consequentlywe believe thatthis assumptions
reasonablén practice.lt is worth noting however, thatthis diversity usuallydoesnot extendto individual



local-areanetworks— singleworkstationgarely have multiple pathsto their network infrastructure Conse-
qguently thefateof individual hostsandof therouter to which they areconnectedaredirectly intertwined
in practice.So,we assumehatterminalroutersarenot faulty.

Sincelink stateprotocolsoperateby periodicallymeasuringanddisseminatingnformation,we assume
a synchronousystem. Thefailure of arouteris de ned in termsof anintenval of time, which in practice
correspondsvith a periodof time duringwhich trafc measurementare made. Speci cally, arouterr is
t-faulty (thatis, traf ¢ faulty) with respecto apathseggment during if containg and,duringtheperiod
of time , r exhibitsarbitrarybehaior with respecto forwardingdatathattraverses . For example,router
r canselectvely alter, misroute,drop, reordey or delaythe datathat o ws through , andit canfabricate
new datato sendalong suchthatthe paclets,if they werevalid, would have beenroutedthrough .

3.3 Traf c Validation

A compromisedouter can make arbitrary alterationsto the forwarding behaior of thatrouter Packets
canbe dropped,modi ed, reordereddivertedandso on. However, given the distributed natureof paclet
forwardingit is not possiblefor anadwersaryto perfectlyconceathis behaior whenit is comparedagainst
the obserationsof its neighboring— non-compromised neighborrouters.For example,it is not possible
for a single compromisedouterr, to modify or drop a paclet traversingthe pathhr;ro;r3;r4i in an
undetectabléashion.An outsideobserer could queryrouterr ; aboutthe pacletsit hadsentandrouterr 3
aboutthe pacletsit hasreceved anddetectarny incongruity

We call this generalprocesdraf ¢ validationandsuchmechanismsrethe basicfailure detectorsn our
systemWerepresentrafc validationmechanismasa predicateTV( , infoy, | inforj; ) where:

is a pathsegmentlr1;ro;:::ryi whosetrafc is to be validatedbetweenroutersr; andr; where
bothr; andr; arein ;

info, ' is someabstracdescriptionof the pacletsthatrouterr forwardedto beroutedalong over
sometime intenal

If routersr; andr; arenotfaulty, thenTV( , infor; ,inforj; ) evaluatedo falseiff containsarouter
thatwasfaultyin during .

If all thepaclets aremonitoredthenT V is alsotransitive, dueto thetransitie natureof paclet forward-
ing; for ary pathsegment , if bothTV( , infoa’ , info,’ ) andTV( , info,’ , infoc’ ) aretruethenTV( ,
infoy’ , infoc’ ) istrue.

Implementinga traf ¢ validationmechanisms an engineeringproblem. For example,the mostprecise
form of info;*  is acompletecopy of the pacletssentandthetime at which eachwasforwarded.However,
thestoragerequirementso buffer thesepacletsandthe bandwidthconsumedy resendinghem,make this
approachmpractical.ln practice designinghis functionis atradeof betweeraccurag andoverhead.

Similarly, in anidealizednetwork TV might be implementedsimply usingequality;info,’ = inforj; .
However, realnetworks occasionallylosepacletsdueto congestionreorderpacletsdueto internalmulti-
plexing, andcorruptpacletsdueto interfaceerrors. ConsequentlyTV mustbe somavhat moresophisti-
catedto accommodatéhis abnormaljput non-maliciousbehaior — aninherentradeof betweertheaccept-
ablenumberof falsepositvesandfalsenegatives.

We have explored and implementeda variety of trafc validation mechanismsincluding thosebased
on approximate o w conseration, comparisondetweenincrementalhashesof paclet content,and set
reconciliationprotocols. While detaileddescriptionsand empirical comparisonf theseapproachess

1Theroutersmonitoringthe pathsegmentcandecideon a samplingtechniqueandkeeptrack of only the choserpaclets. This
methodmay helpdecreasingostsigni®cantly



outsidethe scopeof this paper we have experiencewith seseralmechanismshatarehardto defeat,have
few falsepositvesandhave acceptablemplementatiorandstateoverheads.

Sincethis paperexploresthe higherlevel propertiesandlimitations of systemsouilt upontrafc valida-
tion, andnot the detailsof the failure detectoiitself, for the remainderof the paperwe assumehatinfo, ;
andTV existandareperfectlyaccurate.

4 Speci cation

Sincethe objectve of our protocolis to detectcompromisedouters,an obviousway to couchthis problem

is asanimplementatiorof afailuredetection.we would de ne detectiorin termsof accurag andcomplete-

nesg3]). Sincethis detectoris basedon evaluatingtraf c collectedover a periodof time, we canhave the

failuredetectoreportpairs(r; ), whichmeanghatr wassuspectedsbeingfaulty duringthetimeintenal
. A perfectfailure detectowould implementthefollowing two properties:

Accuracy (tentative): A failure detectoris Accumate if, wheneer a correctroutersuspectgr; ), thenr
wasfaulty during .

Completenesgtentative): A failure detectoris Completaf, wheneer arouterr is faulty at sometimert,
thenall correctrouterseventuallysuspect{r; ) for some containingt.

Notice thatwe have speci ed completenesby modelingit on the Stong Completenespropertyof [3].
We did this becausall of the correctrouterswill needto updatetheir link stateroutingtableson the basis
of the detection.

We would implementthis failure detectorby collectingtrafc informationfrom differentpointsin the
routernetwork. The datawould be collectedand evaluatedusingthe trafc validationfunction. An indi-
vidual routers failure detectorwould eitherdo this evaluationitself or baseit on the evaluationof another
router

This approactwon't resultin a failure detectomwith the desiredpropertieshowever. Considertwo adja-
centroutersr; andr,. Thetrafc atr; claimsto have sentlO0Opacletstor,, whichagreesvith theupstream
trafc intor,. Routerr,, however, claimsto have recevedonly 20 pacletsfromr », whichis consistentvith
thedownstreantrafc. Assumingthatlink betweerthetwo routersis reliable,atleastoneof thetwo routers
is nottelling thetruth: r; couldhave droppedB0 pacletsor r, couldhave droppedthem. A failuredetector
implementedatr; orr, candeterminewhichis faulty in atrivial manner:our speci cationonly constrains
the behaior of failure detectionby correctrouters. So, in this caser 1 candetectr, andr, candetectrq;
if eitherisin facta correctrouter thenthatrouters failure detectionis correct. Any otherrouter however,
cant distinguishbetweerthe caseof r, beingfaulty andof r, beingfaulty, andsocanonly reportthatone
of thetwo routersis faulty. Hence we wealenthe speci cation: we have the failure detectoreturna pair
( ; ) where isapathsegment.Sincea pathsegmentis beingreportedwe canalsorestrictthe detection
to aprocesdeingfaulty with respecto trafc beingforwardedalong .

a—Accuracy: A failure detectoris a—Accuate if, when&er a correctroutersuspectg ; ),thenj | a
andsomerouterr 2 wasfaultyin during .

a—Completenesgtentative): A failure detectoris a—Completdf, wheneer a routerr is faulty at some
timet, thenall correctrouterseventuallysuspec{ ; ) for somepathseggment :j j a suchthat
r wasfaultyin att, andfor someintenal containingt.

Fromour descriptionsofar, a would be2 or 1 if theroutermakingthedetections eitherr 1 orro.



Note that this agumentassumeghat a faulty router can reportan incorrectvalue for the trafc that
traverseda pathaswell asalterthis trafc. We will usethe term t-faulty to indicatea routerthat alters
trafc andthetermp-faultyto indicatearouterthatmisreportdrafc. A faulty routeris onethatis t-faulty,
p-faulty or both. As before we will addthephraséein ” to indicatethatthefaulty behaior is with respect
to trafc thattransitsthe path . Thus,the a—Accuray requirementanresultin a detectionif arouteris
eitherp-faulty or t-faulty.

Distinguishingbetweerp-faulty andt-faulty is usefulbecausewhile it is importantto detectroutersthat
aret-faulty, it isn't ascritical to detectroutersthatareonly p-faulty. Routersthatareonly p-faulty arenot
directly alteringthetrafc o w. Hence we wealena—Completeness:

a—Completeness:A failure detectoris a—Completaf, wheneer arouterr is t-faulty at sometime t, then
all correctrouterseventuallysuspec{ ; ) for somepathsegment :j j asuchthatr wast-faulty
in att, andfor someintenal containingt.

Considera path thatcontainsonly routersthatarefaultyin . Theinformationthatthey recordabout
theirtrafc cannotbe countedon to detectthis fact. Thus,the detectionof faulty pathswill bein uenced
moreby the maximumnumberof adjacenfaulty routersratherthanthe total numberof faulty routers.So,
insteadof imposinganupperboundon thefraction of routersthatcanbefaulty, we imposeanupperbound
bad k) onthenumberof adjacenfaulty routers.For example,if bad3) holds,thentherecanbeno more
than3 adjacenfaulty routersin ary path.

Making a bad k) assumptiorhasan effect on failure detection.Assumethatbad3) holds,andconsider
apathhry;ro;ra;ra;rs;re; r7i in whichrg; r4 andrs arefaulty. Supposehatoveranintenal | rq through
rs reporthaving forwarded100 pacletsthatwereto traversethis path,andr g andr; reportsonly 20 such
paclets. Let r; obtainthesecounters. It could be the casethat r4 droppedthe trafc, andrz andrsg
misreportedthe trafc in an effort to hide the factthatr 4 is faulty Fromr;'s point of view, howvever,
somethings wrongwith eitherr 5 or rg, sincetheir counterdndicatethattraf c hasdisappearedTlo satisfy
a—Completenesf; needdgo detectary possibleroutersthatcould have led to thistrafc discrepang So,
thefailure detectorat r 1 couldreportthatthe pathsegmenthrs;ra;rs; rgi containsa faulty router sinceif
rs is faulty thenrs andr4 couldbeaswell, givenbad3). Thatis, we could have thefailure detectoreport
ak + 1-lengthpathsegmentto accommodatéhe factthatbad k) holds.

Anotherway to accommodatéhe fact thatbad k) holdsis to wealena—Completenesdn the example
justgiven,we couldhaver; justsuspecthe pathsegmenthrs;rgi. A countermeasungrotocolwould stop
routingdatathroughthis path,andif r3 orr4 continueto behae in afaulty mannerthey couldbesuspected
later We formalize this approachby de ning a conditionwe call being fault connected Given a path
sgment andanintenal , we saythatarouterr is faultconnectedo routers with respecto if bothr
ands arein , andall of theroutersbetweers andr arefaultyin  during . Trivially, ary routerr is fault
connectedo itself evenif r is correct.We thenwealena—Completenesagain:

a—FC Completeness:A failure detectolis a—FC Completdf, wheneer arouterr is t-faulty at sometime
t, thenall correctrouterseventuallysuspecf ; ) forsome :j j aandsome containingt such
thatthereis arouterr °thatwasfaultyin attimet®in andis fault-connectedor .

Thechoicebetweerthetwo completenespropertieds not clear Usinga—FC Completenesshouldlead
to moreaccurataletectiongut it canleave somet-faulty routersundetectedWe discusghis tradeof more
in thecontet of protocolsthatimplementthesetwo completenessonditions.

This speci cationhasno uniformity-like property:it allows a faulty routerto suspectorrectrouters.in
practice thisdoesnt poseaproblem.In thecountermeasungrotocolsthatwe have (andthecountermeasure
protocolof WATCHERS) theonly suspicionghatelicit areactions whenarouterr suspectapathsegment



thatis adjacentto r. In this case,the countermeasurprotocolwill causer notto routetrafc alongthe
suspecteghathsegment. A faulty routercanalreadydrop paclets,andsoallowing a faulty routerto break
links with its neighboraddsno furtherdisadwantage.

In ourterminology Perlmans robustrouting protocolwasdesignecassuminga Byzantinefailure model.
It is m—Accurateandm—-Completeywherem is the maximumlengthof a pathin the network. WATCHERS
meetsthis speci cation. WATCHERSis 2—Accuratebut it is neithera—Completenor a—FC Completefor
ary valueof a.

5 . A2xFC Completeand 2+Accurate Protocol

SinceTV is itself accurateand complete,an obvious approachs to have eachroutercollecttrafc infor-
mationover someagreed-uporintenal, andthenuseconsensuso have all correctroutersagreeuponthe
trafc information.With thisinformation,eachroutercanagreeuponwhich routersmight befaulty.

For example,considerthe4-pathsegment = hry;ro;r3;rsi wherery andr4 arenotfaulty. Let info, ;
be thetrafc informationthatrouterr; collectsover during the agreedupontime internval  for the path
sgment . If atleastoneof the otherroutersis t-faulty with respecto duringthisintenal, thenTV( ,
info,” , info,” ) will befalse.Thisimpliesthatfor somei, TV( ,info, ' , info,;, ) is false whichmeanghat
atleastoneof routersr; andr;.; isfaulty Sinceinfo,* andinfo,, weredisseminatedsingconsensusall
correctrouterswill know thatatleastoneof fri; i1 gis faulty.

We usetheseobsenrationsto construcia 2-Accuratefailure detectomprotocol. The rst issueto addresss
overwhich pathsaroutershouldrecordinformation.Notethatit will needto runaninstanceof the protocol
for eachpathaboutwhichit recordanformation.An obviousanswefr—over eachdatastreams path—could
resultin anenormoussetof paths. We canmake the setsmallerby having eachrouterkeeptrack of each
x-pathsggmentof which it is a membey for somevalueof x. The numberof x-pathsegmentscangrow
very quickly with increasingx, andso x shouldbe assmall aspossible. It mustbe large enoughso that
ary sequencef faulty routerswill be surroundedy correctrouters,sincethis is necessaryo detectfaulty
behaior.

If weassuméhatbadk) holds,thentheminimumvalueof x satisfyingtheabove constrainis k + 2. Not
all pathsneedbethislong, andsoarouteralsocollectsinformationaboutall pathsof whichit is amember
whoselengthis lessthank + 2.

5.1 Protocol

Theresultingprotocol » isshavnin Figurel. In thisprotocol,eachrouterr maintainghecurrenttopology
T fromwhichit derivesits routingtable.Eachrouterr alsomaintainsasetof pathsegmentsP, thatcontain
r andthatr monitors.A routerr runsathreadfor eachpathsegmentin P,. P, , whichis computedrom T,
containsall (k + 2) pathsegmentscontainingr andall x pathsegments3 x < k + 2whoseendsare
terminalrouters.

For eachpathsegment 2 P;,r synchronizesvith theotherroutersin andcollectsinformationfor the
sametraf c passinghrough for anagreed-upointernval . Periodically r sendghattrafc information
to all routersin  usingconsensusThis datais digitally signedto preventanattackduring consensusWe
use[x]; to indicatethatx is digitally signedby .

Considerthe trafc passingthrougha pathsegment . Thetrafc will be consistent— thatis, TV( ,
infoi; , infoi+;1) will betrue — for eachpair of routershi; i + 1i in unlessa discrepang is introduced
by afaulty router In otherwords,if TV( , info, " infoi,jl) is falsethenat leastone of the two routersi
ori + lisfaulty Notethatit couldeitherbet-faulty or p-faulty (becausdt reportstrafc informationthat
doesnotrepresentheactualtrafc thattransitedduring . In eithercaseacorrectrouterr in - will putthe



2-pathsggmenthi; i + 1i into suspect [ ] set,andreliably broadcasthe evidenceof thefailure detection,
(linfo, * 1, [info.;; Ji+1 ), whereinfo, * is digitally signedby routeri andinfo,,, is digitally signedoy router
i + 1. Uponreceving thisinformation,all othercorrectrouterscanevaluateTV( , info, ; , info, +;1) asfalse
anddetectthefaultonthe 2-pathsegmenthi; i + 1i.

2 isgivenin Figure 1. In Appendix 7.3,we shawv that , is 2—Accurateand2—FC Complete

5.2 Overhead

The costof the protocol , comesfrom the collectionof trafc informationandthe overheadof synchro-
nization,andconsensus.

Collecting traf ¢ information: In the worst case,a routerhasto collecttrafc informationfor each
paclet it hasrouted,independenbf the size of P,. As mentionedin Section 3.3, this overheadcanbe
reduced.

Sizeof P;: Thesizeof P, indicatesthe numberof differentsetof routerswith which r synchronizes,
maintainstraf ¢ information, and exchangessuchinformationusing consensusBYy constructionjP,j is
O(k R¥*1) whereR is themaximumnumberof links incidentonarouter In practice though,we expect
jPrj to be muchsmaller We have examinedtwo network topologies,Sprintlink and EBONE, that were
measuredy the Rocketfuel project[19] and countedthe numberof distinct path segmentsthat a router
monitorsfor differentvaluesof k in bad’k) assumption.

The Sprintlink network consistof 315routersand972links. Ontheaveragearouterhas6.17links, and
the maximumnumberof links that a routerhasis 45. In Figure2(a), the maximum,averageand median
of jP,j thatarouteris incidenton andmonitorsis given for this network. The empiricalresultsaremuch
smallerthanthe theoreticalupperboundO(k  45¢*1). Thisis becauseamongotherfactors,a link state
routing protocolchoose®nly onepathbetweerary two routers.

It is worthwhileto comparehis overheadvith WATCHER $1 which eachroutermaintains/ counterdor
eachof its neighborsper eachdestinationin the network. For this topology implementing ATCHERS
routermaintains/ 6:17 315 13;605counteronaverageandthelargestnumberof countersarouter
maintaings7 45 315= 99 225

Assumingthe sameweakthreatmodelof WATCHERS is sufcient for a router implementing -, to
maintainonecounterfor eachpathsegmentin jP,j. For thistopology assumindgad(2), aroutermaintains
216counteron average;andthe largestnumberof countersaroutermaintaings 2; 172 If insteadwe have
bad7), thesenumbershecomer58and8,073.

Examiningthe EBONE network, we obtainsimilar results. This is a smallernetwork: it consistsof 87
routersand161links. On average arouterhas3.70links, andthe maximumnumberof links thata router
hasis 11.

Synchronization, Consensusand Reliable Broadcast: For eachpathseggment in P;, arouterr syn-
chronizeswith all theroutersin  to agreeon whenandfor how long the next measuremerintenal ~ will
be. Perfectsynchronizatiorwould not be necessaryn practice,sincethe trafc validationfunction TV
couldbewritten to accommodata smallskew. It would probablybe moreef cient, though,to have all the
routersin the network synchronizewith eachotherinsteadof having mary more,smallersynchronization
rounds.

Eachrouterin pathsegment reachegonsensuaboutthetrafc informationover duringtimeintenal

. To do sorequiresdigitally signingthe trafc information, since otherwisethe replicationis not high
enoughfor consensuso be sohable. Thus,thereis anissueof key distribution dependingon the crypto-
graphictoolsthatare used. Finally, theremustbe enoughpath connectiity amongthe routersto support
consensugl4]. An openquestionis whethera wealer protocol,suchasCrusades Agreemen{6], canbe
usedin placeof Consensus.

The nal reliablebroadcastwill be doneaspartof the LSA distribution of link stateprotocol.



6 2. A (k+2)xCompleteand (k+2)xAccurate Protocol

» hasconsiderableequirement#n termsof collectingtraf ¢ information,synchronizatiomndconsensus.
Theserequirementganbe avoidedby makingthe detectiorbelessaccurate.

Theideais to apply TV justfor theendnodesof eachpathsegmentin P,. For example,considerthe 4-
pathsggment = trq;ro;r3;r4i wherer, andr,4 arenotfaulty. Letinfol; ,info4; bethetrafc information
thatrouterr, andr 4 collectover duringtheagreedupontimeintenal . If atleastoneof theotherrouters
is t-faulty with respecto duringthis interval, then TV( ,infol; ,info4; ) will befalse. In this caser;
suspectsr,; ri;rai. Similarly r4 suspectérq;ro;rai.

We usethis obseration to constructa | ess accuratefailure detectorprotocol. Again, the rst issueto
addressgs over which pathsa routershouldrecordinformation. For this approacheachrouterneedsonly
keeptrack of eachx-pathsegmentof which it is oneof the endnodesfor somevalueof x. The number
of x-pathsegmentscangrow very quickly with increasingx, andsox shouldbe assmallaspossible. It
mustbelarge enoughsothatary sequencef faulty routerswill be surroundedy correctroutersasthisis
necessaryo detectfaulty behaior.

If we assumdhatbadk) holds,thenthe minimumvalue of x satisfyingthe abore constraintis k + 2.
However, monitoringonly k + 2-path segmentsis not sufcient. For example,given that bad2) holds,
considetthe4-pathsegment = hrq;r»;r3;rai wherer, andrz arecorrect;andr, andr 4 arefaulty. In this
casef1 andrg monitors but r4 canhidethefactthatr, is t-faulty by simply sendingtrafc information
to ry suchthatTV( , info;’ , info,’ ) holds. If r; wereto insteadalsomonitorthe pathtr 1;r; r3i, then
r, could detectr,'s faulty behaior. So,it is necessaryor a routerr to monitor all x-path segmentsfor
x k+ 2ofwhichr isanend?

6.1 Protocol

Eachrouterr maintainsT , whichis the currenttopologyfrom whichit deriesits routingtables.As before,
eachrouterr alsomaintainsa setof pathsegmentsP, thatr monitors.For this protocol,though,P, contains
all x pathsegmentssuchthatr is oneof theendnodesand3 x k + 2. Thisis thesmallestsetof path
sgmentsfor which thereis atleastone pathseggmentthathasa correctrouteratthe otherend.

For eachpathseggment 2 P,, r synchronizesvith the otherendrouterof andcollectinformation
for thetrafc passingthrough during an agreed-uporninternval . Routerr thenexchangeghis trafc
informationwith therouterr ontheotherend.If r then nds TV( , info;’ , inforé ) is falsethenthereis at
leastonefaulty routerfaultyin  during . In particular eitherr %is p-faulty or somerouterin is t-faulty.

Indeedy detects  hri. However, whenit announceshis detectiorto theotherrouters,a correctrouter
receving thisinformationshouldsuspect sincer mightbefaulty. For simplicity, we alsorequiretherouter
r to suspect .

k+2 is givenin Figure 3. In Appendix 7.4, we shav that 4, is (k+2)-Accurate and (k+2)—
Complete

6.2 Overhead

k+2 IS notvery expensve. Themaincostof the protocolis dueto collectingtraf ¢ information.

Collecting traf ¢ information: Assumingthata routerusesthe samevaluesof for all the pathseg-
mentsin P;, in the worstcasea routerhasto collecttrafc informationfor eachpacletit routes,whichis
independenbf the sizeof P,. The sameholdsfor the previous protocol ,. However, in 4o this cost
canbe reducedby usingsampling.For each in P, r canagreewith the routerr ® on the otherendon a
randomsamplingpattern. Thetrafc they recordon would be determinedy this pattern. Althoughthe

2Anotherreasorto monitorthesepathsegmentsis thatnotall pathsneedbek + 2 long.



faultyroutersin  couldsharetheirinformationon samplingandonly attackthe pacletsnotbeingsampled
by a faulty router by constructionthereis a pathsegmentin P, whoseotherendis not faulty, andso by

usingsuitableencryptionary intermediatdaulty routerswill notknow which pacletsarebeingsampledor

trafc information.We don't know of a similar methodof samplingthatcouldbeusedfor .

Sizeof P;: Thesizeof P, indicatesthe numberof routerswith whichr hasto exchangedrafc informa-
tion. jP;j is O(minf R¥*1: N g) where,asbefore,R is the maximumnumberof links incidentto a router
andN is the numberof routersin the network. The secondterm, N, comesbecause link staterouting
protocolchoose®nly onepathbetweerary two routers.

For the sameSprintlink(US) network topology that was analyzedbefore, the maximum, averageand
medianof jP,j that a routermonitorsin this protocolis givenin Figure 2(b) for differentvaluesof k in
bad k) assumption.As expected thesevaluesare muchlower thanthe theoreticalupperbound,andare
alsomuchlower thanthecorrespondingaluesfor .

Synchronization, Consensusand Reliable Broadcast: The synchronizatiomequirementgor 4o are
lowerthanfor ,. Asfor eachpathsegment thatarouterr monitors,r needgo agreewith only the other
endrouterr 0 of

In orderto exchangedrafc information,neitherConsensusorthegoodneighborconditionof WATCHERS
is required. Therouterscanusea pre-agreediponroundstratgy to choosehe valuesof . Thentheend
routerscanusethe samepathsegmentthey aremonitoringto exchangeraf ¢ information. Thisis because
if anintermediateouterwereto fail to forwardtheinformation,thenoneendwould detectt, which would
leadto the pathsegmentbeingsuspectedStill, authentications requiredto avoid impersonatingttacks.

To preventa faulty routerimpersonating correctrouter authenticatiorof a failure detectionannounce-
mentis required which canbe donewith digital signaturesAs with  ,, the nal reliablebroadcastanbe
doneaspartof the LSA distribution of link stateprotocol.

7 Discussionand Conclusion

We have giventwo protocolsthatrepresentwo differentpointsin atradeof amongaccurag, completeness,
and protocoloverhead. The expensie protocol, », resultsin moreaccurateailure detectiongbut it can
leave somet-faulty routersundetected.Meanwhile,with a smalloverhead, (4o resultsin lessaccurate
detectionsut it detectsaanunreliablepath-sgmentfor eacht-faulty router Thereareseveralquestionghat
we have notansweredincludingthe boundsthatdescribehe exactnatureof this tradeof.

We have developedtheseprotocolsin conjunctionwith countermeasrprotocolsthatisolatea partof the
network thatcontainscompromisedouters.We don't discusghe countermeasurgrotocolshere,but these
two protocolsshouldbeanalyzedn conjunctionwith countermeasungrotocolsin termsof effectivenessn
isolatingfaulty routersthatareintroducingdiscrepangin to thenetwork traf c. For example,onthesurface
it appeardhatwe are exploiting a tradeof betweenaccurag and protocol overheadwhenwe developed

k+2 asacheaperalternatve to 5. In fact, it doesnot appearthat ., is lesseffective in isolating
compromisedoutersor is morelikely to partitionanetwork than ,. However, we still don't understanét
this point the exact natureof thetradeof of decreasin@ccurag.

We believe thatthe secondprotocol, g+, , hasalow enoughoverheadhata practicalversioncouldbe
built. We are currentlyworking on sucha protocolandtrafc validationfunction, aswell asa practical
countermeasurprotocolthat could be integratedwith a link-state protocolwith a small extensionto the
protocolandlink updatemessages.
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failur e detector()
cobegin
for eachpathsggment 2 P,.:
suspect[ ]=f g//thesetof suspicioupathsegmentsn thatr detectduring
while (true)f
synchronizewith all routersin ;
collecttraf®c informationinfg>™ about for anagreed-upoimterval ;
consensug[info;""]; [info3 "12; i1 [infoj’;jT]jﬂ);
/I atthis pointall correctroutersin  agreeonthevaluesof info] "
foralli: 1 i<jj:
if : TV( ,info]"", infol,7 ) then
suspect[ ]=suspect[ ]1[fth i;i+ 1lig;
reliable broadcast([info; "1;, [info;{ li+1 );

coend
Figurel: ,, A 2-FCCompleteand2—AccurateProtocol
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Figure2: Basedon bad k) ; max,averageandmediansizeof P, thataroutermonitorsin ,,and y+o.

failur e detector()
cobegin
for eachpathsggment 2 P,.:
suspect [] =f g// thesetof unreliablepathseggmentsthatr detectduring
while (true)f
synchronizewith therouterr' atotherendof ;
collecttraf®c informationinfg>™ about for anagreed-upoimterval ;
exchangdinfo?7],- and[info}s"],0 with r' through ;
if : TV( , infor7, info’s") then
suspect [] = suspect[] [fh ig;
reliable broadcast([ ],);

coend
Figure3: +2,A (k+ 2)-Completeand(k + 2)—AccurateProtocol
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Appendix
7.1 WATCHERS

The WATCHERS$rotocol,which detectsandisolatesfaulty routersbasedon a distributed network moni-
toring approachwasdeveloped(andcriticized) at the University of California, Davis from 1997through
2000[5, 2, 11].A faulty routeris de ned to be onethat dropsor misroutespacletsor that behaesin an
arbitrarymannerwith respecto the WATCHERSprotocol. CheungandLevitt [5] rst proposedo usea
conservatiorof ow principle (CoFP)to detectfaulty routers. Basically CoFPstateshat eachinput to a
routershouldeitherbe absorbedtthatrouteror passedlongto anotherouters.

X TX?Y y = X Ty X y
Sx'y - D R
D Xy - Sy X

T,y for transitpacletsthatpassthroughbothx andy.
S,y for pacletswith sourcex thatpassthroughy.

D.,,: for packetswith destinatiory thatpassthroughx.

Figure4: Transitpaclet bytecounters

As shawvn in Figure4, eachroutercountshov mary bytesit hasreceved andforwardedthrougheach
link duringanagreed-upotime intenal. Eachrouterthen oods the snapshotsf its counters.Onceit has
thesecountersjt usesatwo-phaseprotocolto determinewhich routersarefaulty. Thetwo phasesre:

1. Validation: A routera comparesfor eachneighborb, its counterdor thea blink with thoseof b. If
the countergdo not agree|jt detectdts neighborasfaulty. Similarly, for eachneighborb andeachof
its neighborc, a comparesheb clink countersof bwith thoseof c. If thesecountersdo notagree,
thena knowsthatatleastoneof bandcis faulty, andsoa doesnothingfurtherwith b; it assumeshat
bwill detectc asfaulty or vice versa.

2. Consewation of o w test: If thevalidationphasds passeduccessfullythena checksf eachneigh-
bor b preseres CoFP It doesso by computingtheincomingtransit o w | , andthe outgoingtransit
o w Oy, of routerb:

X X
Iy = (SC,b + TC-,b) 0O, = (D bet Tb,c)
8¢jb$ ¢ 8cjb$ ¢

Ifjly, Opj> T for somethresholdT thena diagnose® asfaulty.

In this schemeeachroutermaintainssix counterdor eachof its neighbor§. Thus,if R is themaximum
connectiity in the network, thenthe spacecostper routerof this protocolO(R). Sinceall countersare
comparedverthesametime intenal, all of theroutersperiodicallysynchronizewith eachother

a—p—C— d— e

Figure5: Consortingrouters

%In fact,eachroutermaintainssevencountersor eachof its neighbors The seventhcountsmisroutedpacletsby thatneighbor
Wheneer this counteris nonzeroijt is identi®edasa faulty router

13



Later, the architectsof WATCHERS8oticedthat this algorithm was not sufcient to detectconsorting
faulty routers [16], de ned asthefaulty routerslaunchinga coordinatedattackandcooperatingo hideeach
others maliciousbehaior. For example,in Figure 5, let a sendpacletsto e throughb;c, andd. If c and
d areconsortingfaulty routersthenthey candropall pacletsandstill hidethis attackby simply increasing
their D .4 countergatherthanT.4. With the motivation of this scenarioBradley etal. extendedheresults
in [5] andpresentedhe nal versionof the WATCHERSrotocol[2]. In this version,eachroutermaintains
a separatesetof countersfor eachneighborand nal destinationof eachpaclet. In the example,whena
sendsthe paclet, it updatests S, counter b updatests Ty, counterafter forwardingthe paclet. ¢ and
d now cannotsimply dropthe pacletsand hidethe attackjust by updatingsomeof their counters.In this
schemethespaceaequiredatarouteris O(RN ), whereN is thetotal numberof routersin the network.

WATCHERSvasdesignedassuming:

Link statecondition: Goodroutersagreeon the exacttopologyof the network.
Goodneighborcondition: Eachrouteris aneighborto at leastonegoodrouter

Goodpathcondition: Eachpair of goodroutershasat leastonepathof only goodroutersconnecting
them.

Majority goodcondition: A majority of theroutersaregood. Thisis requiredto preventfaulty routers
from triggeringa new roundof the protocol.

Two yearslater, anothergroupat UC Davis (Hughesetal. [11]), aguedthatCoFPis inappropriatdo use
asasecuritymechanisnin network protocols.They mentionedhreegenerakcenariosn whichWATCHERS
doesnotwork:

Onesfor which WATCHERS®anbe x ed with small modi cations in the protocol suchas source
routing, prematureaging.

Onesthatarenot addressetty WATCHERSuchsuchaspaclet modi cation andpaclet fabrication.
Thesecouldbeaddressedith amoregenerakraf c validationmechanism.

Onesthatrepresenattackson the control planesuchasghostrouters,and“hot potato” examplesin
[11] wherefaulty routersannouncencorrectLSPs.

Perhapanoreinteresting,they did not notice that WATCHER®iled to detectone caseof consorting
routers. Considertwo faulty routersc andd in Figure5. Assumethatthereis another(unshavn) setof
bidirectionallinks connectingg, b ande sothatthe goodpathconditionis satis ed. Thus,all of the system
requirementaremet. Assumethatc dropspacletsit sendsalongthec d pathbut it doesnotre ect this
in TSy Routerd canhave acorrectvalueof T thatis inconsistentvith ¢'s counterT £, which meanshat
their neighborsb ande will not performconseration of o w testfor cord respectrely Routerd, being
faulty, neednot detectc asfaulty.

Our concernsaboutWATCHERSiffers from the criticismsof [11]. First, thereis no speci cationof the
problemit solves,whichmakesit hardto comparewith otherprotocols.lt assumes somevhatweakthreat
model(routerscant bearbitraryfaulty) andit hassomesystemrequirementsvhoseimportancdsn't clear
(namely global synchronizatiorandthe goodneighborconditior). It doesnt detectall faulty routers,and
theamountof stateeachroutermustmaintainis boundedrom above only by thetotal numberof routersin
thenetwork.
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7.2 BasicTheorems

Theorem1 If a routerr is t-faulty at sometimet and bad k) holds,thenthere existsa path sgment
sud that:

r2

r ist-faultyin duringsome thatcontainst

onlythe r standlastroutes of are correct

3 jj] k+2

Proof. If r is t-faulty attimet, thenthereis apath , suchthatr ist-faultyin  duringsome that
containg. Fromthesystemassumptionthesourceandsinkroutersof —arecorrectandso mustcontain
atleastthreeroutersto includethefaulty routerr.

For eachpathsggment of thatcontainsr, r is t-faultyin  during . Givenbadk), r canbein a

groupof nolessthanoneandno morethank adjacenfaulty routers.This group,by de nition, is bounded
on bothsidesby nonfaulty routers. [ |

Theorem 2 If, for a pathsgment , TV( , infoh; , infoj; ) isfalsewheel h < j j ], thenther
existsalink h; i + 1i sudthatTV( ,info,’ ,info,, )isfalseandh i<i+1 j.

Proof: By contradiction.Assumethatthereis nolink hi; i + 1i suchthatTV( , info;* , info., ) is
falseandh i< i+ 1 |j.Foreachlinkh;i+ 1i suchthath i<i+1 j,TV( ,infoi; ,infoi+;1) is
true. SinceTV s transitve, TV( ,infoh; ,infoj; ) is true,whichleadsusa contradiction. [ |

7.3 Propertiesof
Theorem 3 Theprotocol ; is2-Accurate

Proof: By constructionall suspicionsarepathsegmentsof length2. For a correctrouters to suspect
h ; i, thatrouterfoundTV( ,info, ' ,info. ), ) tobefalsefor some thatcontains andi+ 1. Furthermore,
sincethetrafc informationis digitally signedthetwo routersdid reportthistrafc information.Hence at
leastoneof thetwo routersmustbet-faulty or p-faulty. [ |

Theorem4 Theprotocol , is 2-FC Complete

Formally, if arouterr is t-faulty at sometimet, thenall correctrouterseventuallysuspech ; i for some
pathsggment :j j 2andsome containingt suchthatthereis arouterr °thatwasfaultyin  attimet®
in andis fault-connectedo r.
Proof: By Theoreml, if arouterr is t-faulty attime t, thenthereexistsa pathsegment °, suchthat:

r 2 Crisalsot-faultyin ®during containingt; only the rst andlastroutersof ©(whichwe'll call f
and’) arecorrectand3 j § k+ 2

By constructiorof P; andP-, bothf and™ monitoratleastonepathseggment °Csuchthatff;r; g2
and %contains °

Bothf and™ computeTV/( 0?im‘of ® , info. ® ) to befalse.By Theoren2, thereexistsa 2-pathsegment

= h;i + 1i suchthatTV( “info % ,infoif(f ) is falsewheref i < i+ 1 . Sinceall routers
betweerf and” arefaulty andfault-connectedo r, atleastoneof fi, i+1g is faulty andfault-connectedo
r.

Both correctroutersf and” detectsthis failure andreliably broadcast¢o all correctrouterswith the
evidenceof info, * ;info, fz thataredigitally signedby routersi andi + 1, respecttely. Eventuallyall
correctrouterssuspect = hj;i + 1i. [ |
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7.4 Propertiesof s>

Theorem5 Theprotocol 4o is (k+2)-Accurate

Proof: If acorrectroutersuspectd ; i,thenj j aandsomerouterr 2 wasfaultyin during
Foracorrectrouter to suspectpathsggment , routers thatis eitherthe rst orlastrouterof announces
that™ isunreliable'.
1. If thisannouncemeris incorrectthens is p-faulty.

2. If thisannouncemeris correct,thens found TV( , info,’ , info, ) to befalse. Assumethereexists
no faulty routerin  exhibiting faulty mannerwith respectto during . Thus,eachrouterin
forwardsthetrafc traversing correctly Sincebothrouterl androuters arecorrect,they collection
andexchangetrafc informationcorrectly Thus,bothrouterswill nd TV( , infol; , infoj ;j ) to be
true,which contradictsour assumption.

A correctrouterappliesthe protocol 4o to x-pathsegmentswherex k + 2. Hence, g+ is (k+2)—
Accurate. |

Theorem 6 Theprotocol 4o is (k+2)—-Complete

We shaw thatif arouterr is t-faulty at sometimet, thenall correctrouterseventuallysuspech ; i for
somepathsegment :j j k+ 2suchthatr wast-faultyin att, andfor someintenal containingt.
Proof: Letr haveintroduceddiscrepang into thetrafc passinghroughitself during containingt.
Then,from Theorem 1, thereexistsa pathsegment suchthat:

r2
r ist-faultyin during containingt
onlyf and™ — the rst andlastroutersof — arecorrect
3 jj k+2
f and™ monitor andapplytheprotocol .+, for . After exchangingheirtrafc information,bothf
and” computeTV( , info;’ , info.* ) to befalseandsuspect anddisseminatehis informationto theall

othercorrectroutersby reliablebroadcastSince containsat-faulty routerr andthelengthof mightbe
atmostk + 2, theprotocol g+ is (k+2)-Complete. [ |
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